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Foreword

The Department of Defense Discovery Metadata Specification (DDMS) defines discovery metadata elements for resources posted to community and organizational shared spaces.  “Discovery” is the ability to locate data assets through a consistent and flexible search. The DDMS specifies a set of information fields that are to be used to describe any data or service asset that is made known to the Enterprise, and it serves as a reference for developers, architects, and engineers by laying a foundation for Discovery Services.  The DDMS will be employed consistently across the Department’s disciplines, domains and data formats.

This document is divided into two main sections.  The first section (Chapters 1 through 3) provides information about the scope and purpose of the document, the structure of the DDMS, and a guide to understanding the second section.  The second section (Chapters 4 through 9) contains a comprehensive listing of each of the elements and attributes that comprise the various layers of the DDMS.  Additionally there are 4 appendices, an alphabetical element list, a set of references, a definitions list, and the change log for previous versions.

This document describes the DDMS elements and their logical groupings.  It does not provide an interchange specification or substantive implementation guidance.  The DDMS elements as specified in this document, however, should provide a basis for organizations to begin planning, transitioning, and implementing metadata tagging initiatives that support the Department’s goal of increased data visibility and Enterprise Discovery. 

The Global Information Grid (GIG) Enterprise Services Metadata Working Group (GES MWG) will be responsible for configuration management of the DDMS, and will ensure consistency with the Department’s Net-Centric Data Strategy Objectives. Through coordination with the GES MWG members, candidate additions and/or modifications will be identified for inclusion in subsequent versions of the DDMS.  As the DDMS is enhanced, and refined, by the GES MWG, consideration will be given to the usage of the Library of Congress MARC 21 Format for Bibliographic Data. One particular example of a candidate enhancement may be the inclusion of a robust structure to supplement the Summary Content Category Set.  
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Change History
12 June 2012

· New optional, repeatable acquiredOn element added to dates (CR 2012-01).

· nonStateActor now includes an optional qualifier attribute (CR 2012-02).

· CombinedDateType allows dates of the format YYYY-MM-DDThh:mmTZ previously specified as allowed in the annotations, but not actually permitted (CR 2012-03).

· ApproximableDateType added, for use by acquiredOn and temporalCoverage, which now allows choices between ExtendedCombinedDateType elements start and end and ApproximableDateType elements approximableStart and approximableEnd (CR 2012-04).

· Support for ISM version 9 and NTK version 7

11 November 2011

· Reference to the DDMS POCType attribute is replaced with the use of IC-ISM attribute pocType, pursuant to CR 2011-17.
22 September 2011

· All element and attribute names have been converted to consistently use camel-case, initial lowercase. This affects the root-level resource (formerly Resource) element, as well as, for example: Person, Organization, Service, and Unknown, and others.

· Wrapper elements GeospatialExtent, Media, Subject, and TimePeriod have been removed.

· DDMS 4.0 uses a new URN namespace: urn:us:mil:ces:metadata:ddms:4 (CR 2011-14) 

· New mandatory element metacardInfo, pursuant to CR 2011-15. This is intended to provide information about the DDMS record ("metacard") itself, not the resource being described by it.

· New optional elements: 

· resourceManagement -- child under ddms:resource (CR 2011-15)

· noticeList -- child under ddms:resource/ddms:security, and ddms:resource/ddms:metacardInfo. (CR 2011-7)

· productionMetric -- child under ddms:resource/ddms:subjectCoverage (CR 2011-8)

· recordsManagementInfo -- child under ddms:resource/ddms:resourceManagement and ddms:resource/ddms:metacardInfo (CR 2011-11)

· revisionRecall -- child under ddms:resource/ddms:resourceManagement and ddms:resource/ddms:metacardInfo (CR 2011-12)

· taskingInfo -- child under ddms:resource/ddms:resourceManagement (CR 2011-13)

· nonStateActor -- child under ddms:resource/ddms:subjectCoverage (CR 2011-15)

· subOrganization -- child under ddms:organization (CR 2011-10)

· New optional attributes: 

· POCType -- attribute of ContactInfoType (CR 2011-10)

· acronym -- attribute of OrganizationType (CR 2011-10)

· Recommendations are made to map IRM Activity, IntelType, ReportingLevel, and ProductLine to ddms:type, using appropriate qualifiers. (CRs 2011-4, 2011-6, 2011-9)

For changes applicable to DDMS V3.1 and earlier please refer to the change log in Appendix 4.
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The list of documents referenced within this Specification is defined in Appendix AP2.

Definitions

Terms used in this Specification are defined in Appendix AP3.
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International Standards Organization
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Metadata Working Group
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Uniform Resource Locator

XML

eXtensible Markup Language 

Chapter 1.  Scope and Purpose

C1.1. Introduction

C1.1.1. The DoD Net-Centric Data Strategy (dated May 9, 2003) defines goals and approaches that allow users and systems to find and access a wide-range of data assets throughout the Department of Defense (DoD) Enterprise.  In support of that strategy, this specification is developed to support the net-centric goals of data visibility across the Department of Defense.  For the purposes of this document, ‘Enterprise’ refers to the Department of Defense, its organizations and related agencies.   The DoD Net-Centric Data Strategy defines a data asset as any entity that is composed of data.  For example, a database is a data asset that contains data records; e.g., system or application output files, databases, documents, or web pages.   The term ‘data asset’ also refers to services that provide access to data.  For example, a service that returns individual records from a database is considered a data asset since it deals mainly in the function of providing data.  Similarly, a web site that returns data in response to specific queries (e.g., www.defenselink.mil) is considered a data asset.  A successful net-centric data environment depends on the ability of users and systems to locate and access data assets through a consistent and flexible search, or discovery capability.  One facet of such an Enterprise-wide discovery capability is the ability to consistently describe data assets.  A common specification for the description of data assets allows for a comprehensive capability that can locate all data assets across the Enterprise regardless of format, type, location, or classification.  In the case of databases, repositories, registries, etc., this specification does not mandate application of descriptions at the data element level –unless the responsible agency desires such.

C1.1.2. To facilitate data asset discovery, the Department of Defense has developed the DoD Discovery Metadata Specification (DDMS) as the common set of descriptive metadata elements that are to be associated with each data asset that is made visible to the Enterprise Discovery capability – a key capability for the realization of a powerful, net-centric environment.  Metadata is often defined as being “data about data.”  Using the metaphor of a described data asset being a book in a library the metadata is analogous to a card in a card catalog describing that book.  Thus, the metadata is often referred to as the metadata card or metacard.  Data assets available on the Enterprise must be described with metadata, using the information elements defined in this document to permit discovery through the Enterprise Discovery capability.  The DDMS defines a core set of elements that must be used to describe data assets made visible to the Enterprise.  Users (human and systems) that search the Enterprise will discover data assets that have been tagged and entered into catalogs or repositories that respond to search queries specified in terms of DDMS entries (see Figure C1.F1).  

C1.1.3. The DDMS is intended to educate and support the DoD community in furthering enterprise discovery and to provide visibility into a wide-range of data assets.  Accordingly, the near-term goal of the DDMS, coupled with Department policy and guidance, is to facilitate Enterprise Discovery of data assets at the summary, or macro level.  Examples of initial DDMS usage include—

C1.1.3.1. Example 1:  DDMS metadata elements are compiled based on the attributes of a database, to advertise the existence of the database as a whole.  In doing so, users and systems across the Enterprise could discover that the database exists, a description of the database, the owner of the data asset, and possibly, how to access it.  The initial focus of the DDMS is not geared towards the tagging of individual records or fields within databases.  However, the DDMS and associated policy do not preclude record-level for discovery if it supports a mission need.

C1.1.3.2. Example 2:  DDMS metadata elements are associated with an analysis report to advertise the existence of the report as a whole and to give visibility into the author, date created, and information about the content of the report (e.g., subject, keywords).  

C1.1.4. The elements specified in this DDMS are designed to be platform, language, and implementation independent.  Accordingly, system designers and engineers can decide on how to generate and store the discovery metadata information elements depicted in this document.  This approach provides flexibility for system developers to generate and retain discovery metadata using any implementation approach including using Commercial Off-The-Shelf (COTS) products.  As future Enterprise Discovery interface specifications are defined, programs should have the appropriate discovery metadata available for their data assets and will only be required to format this metadata per the interface specifications.  

C1.1.4.1. The Department will not direct the level of granularity for which data asset discovery metadata must be generated.  Components and cognizant DoD authorities should use engineering judgment to determine which data assets will be made available to the Enterprise and the appropriate level of discovery metadata to generate and store applicable to each data asset.  

C1.1.5. The DDMS Usage Concept Diagram is depicted in Figure C1.F1.

Figure C1.F1. DDMS Usage Concept Diagram
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Chapter 2.  DDMS Logical Model

C2.1. Approach

C2.1.1. The DDMS is designed using a layered approach, combining a Core Layer and an Extensible Layer surrounded by the DDMS Resource Header.  The Core Layer is composed of five sets of element categories, each with a specific functional focus for describing a data asset.  The obligation, or provision requirement, of each category is determined by the elements contained within the category.  Several of the metadata elements in the Core Layer are given a “Mandatory” obligation (see Table C2.T1).  

C2.1.1.1. A “Mandatory” obligation means that an element must be supplied, for a given data asset, in order to comply with the DDMS.  A “Mandatory Unless Not Applicable” obligation means that the element must be supplied if there is coverage/geolocation information related to the data asset.  A “Conditional” obligation means that an element is required if a particular condition is true.  An “Optional” obligation means that an element can be supplied, but is not required to be supplied, for a given resource.

C2.1.2. The Extensible Layer is designed to support domain-specific or Community of Interest (COI) discovery metadata requirements, and can be used to extend the element categories identified in the Core Layer.  In order to provide visibility into extensions to the DDMS, organizations and Communities of Interest will be required to register their extensions in the DoD Metadata Registry. Registered extensions provided to the DDMS may be integrated into the Enterprise Discovery capability.  

C2.1.2.1.   The DoD Metadata Registry is a clearinghouse for storage of metadata schematic formats.  The DoD Metadata Registry can be found at URL: http://metadata.ces.mil.  Registration of metadata (e.g., databases, data dictionary elements, XML schemas, components, segments, and etc.) is an important activity to support interoperability in a net-centric environment.  COIs will register their metadata components in the DoD Metadata Registry.  Registering metadata components in the DoD Metadata Registry supports many-to-many interoperability by providing system architects and developers with insight into existing data schemas that they can employ and extend.  The requirement that extensible metadata be registered applies to the schema of the metadata, not the actual metadata values.   This does not mean that any metadata that is associated with a data asset will be registered in the DoD Metadata Registry; it only means that the logical format of the resource’s extensible metadata will be registered.

C2.1.3. The Resource Header that surrounds the two layers provides the DDMS card structure and the governing attributes that describe the card as a whole, including classification of the card.  These attributes should not be confused with the security element within the Core Layer that describes the security markings of the described data asset or the classification markings in metacardInfo which describe the classification of that set of elements.  The resource header attributes are defined by the IC ISM markings in compliance with the CAPCO Register and set the security markings and creation/modification date of the card as a whole.  The DDMS uses IC ISM Version 9.0 to define mandatory and optional security markings, Need to Know (NTK) Version 7 to define optional NTK markings, and XLink 1.1 to define links between described data assets. 
C2.1.4.   The figure below (Figure C2.F2) shows the composition of the DDMS.

Figure C2.F2. DDMS Logical Model
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C2.1.5. The Core Layer category sets, which are made up of categories of elements, are described below.  The following descriptions are intended as general introductions to the category sets, and more specific category set details are found in the related subsequent chapters. 

C2.1.5.1. The Metacard Info Set consists of one element that describes the metadata card itself.  This set enables the inclusion of metadata addressing the publication and pedigree of the metadata card, its revision history, security, and intelligence metadata. 

C2.1.5.2. Security Set elements enable the description of security classification and intelligence-related fields for the described information resource.  These fields provide for the specification of security-related attributes and may be used to support access control.   The security set is intended to support comprehensive resource security markings as prescribed by CAPCO.  To accomplish this, the DDMS refers to the IC ISM implementation of the CAPCO Register.  Additional elements required by the IC are included for use where required.  For communities for which IC ISM does not suffice, additional security elements may be represented using the metadata elements defined by organizations and COIs, and stored in the Extensible Layer.

C2.1.5.3. The Resource category elements provide a way to describe aspects of a data asset that support maintenance, administration, and pedigree of the data asset.

C2.1.5.4. The Summary Content categories provide the description of concepts and additional contextual aspects of the data asset being tagged and include such elements as subject, description, and coverage.  These elements are intended to capture asset-level information that describes the content and/or context.  The purpose of the Summary Content Category Set is to aid in precision discovery and to offer a level of description above standard indexing. The DDMS provides basic Summary Content elements to capture content metadata.  Candidates for addition to the Summary Content Category set include person, place, organization, material, and event elements.  

C2.1.5.5. The Format elements provide the description of physical attributes of the asset and include elements such as file size, bit-rate or frame-rate, and mime type.

C2.2. Primary Categories

A primary category is a group of elements that are part of the Core Layer.  Each primary category contains the specific information elements that should be associated with a data asset.  Table C2.T1 shows a mapping for the Core Layer Category Sets to primary categories, their obligation, and a page reference for each.  Mandatory metadata categories indicate that at least one element within that category is mandatory.  Since all DDMS records must have an associated entity for the record, there must exist an entry in at least one of the Creator, Publisher, Contributor, and Point of Contact fields.  The obligation for those fields is labeled “Mandatory with exception” meaning that the field is mandatory if there is no entry in any of the other fields.  Optional data categories should be provided when relevant information is available.  

Table C2.T1. DDMS Primary Category Sets

	Core Layer Category Set
	Primary Category
	Obligation
	Page

	Metadata Information elements enable the description of the DDMS metadata card 
	metacardInfo
	Mandatory
	

	The Security elements enable the description of security classification and related fields
	security
	Mandatory
	41

	Resource elements enable the description of maintenance and administration information
	contributor 
	Mandatory (at least one of creator, publisher, contributor, or pointOfContact is required)
	54

	
	creator 
	Mandatory (at least one of creator, publisher, contributor, or pointOfContact is required)
	49

	
	dates 
	Optional
	54

	
	identifier 
	Mandatory
	47

	
	language
	Optional
	54

	
	pointOfContact
	Mandatory (at least one of creator, publisher, contributor, or pointOfContact is required)
	44

	
	publisher 
	Mandatory (at least one of creator, publisher, contributor, or pointOfContact is required)
	53

	
	resourceManagement
	Optional
	

	
	rights 
	Optional
	54

	
	source
	Optional
	54

	
	Title
	Mandatory
	45

	
	type
	Optional
	54

	The Summary Content elements enable the description of concepts and topics
	description
	Optional
	54

	
	geospatialCoverage
	Mandatory unless not Applicable
	54

	
	relatedResource
	Optional
	85

	
	subjectCoverage
	Mandatory 
	54

	
	temporalCoverage
	Mandatory unless not Applicable
	54

	
	virtualCoverage
	Mandatory unless not Applicable
	100

	The Format elements enable the description of physical attributes of the asset
	format
	Optional
	54


C2.3. Primary Category Elements

C2.3.1. The elements contained in a category identify the actual list of metadata that the DDMS defines.  The DDMS includes both optional and mandatory elements.  The use of optional elements will provide greater exposure and understanding of data assets.  The results of Enterprise Discovery queries may be filtered and presented to users based on metadata matching.  Accordingly, the inclusion of optional DDMS elements may increase the ability for a relevant data asset to be discovered and used.  Conditional elements are required to be present when the specified condition has been met.  Figure C2.F3 provides a high-level visual guide to the content of a DDMS resource, including the XML elements that are addressed in detail in chapters three and four.  The oval labels in Figure C2.F3 reference elements described in Figure C2.F4, Figure C2.F5, or Figure C2.F6.  Categories containing a mandatory element are in bold.  Categories containing an element that is mandatory unless not applicable are marked in bold with a “*” next to the category name.  In many cases there is a breakout of the elements included in a category (e.g., the subjectCoverage category, which is mandatory for every DDMS resource, can have one or more values of four possible child elements: category, keyword, productionMetric, or nonStateActor).  When a category or element is required or chosen to be populated for a specific resource, the elements that compose that category or element may become mandatory as discussed in the subsequent tables (e.g., if temporalCoverage is applicable for the described information resource, then start and end are required).  Each element is annotated with the number of required or possible entries of the element in the DDMS resource.  Where a choice of one or more elements is possible or required that has also been annotated.  Elements or categories that require security markings are marked with a closed lock icon next to the category name.  Categories that allow but do not mandate security markings are marked with an opened lock icon next to the category name.  In the upper right corner is a box that identifies the mandatory attributes that must be included in every DDMS resource.
C2.3.2. [image: image7.wmf] 
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Chapter 3.  Data Element Guide

C3.1. Notes On Element Definitions

C3.1.1. In an effort to assist the reader in understanding the category and element listing, this section provides a legend to the format of the category and element tables.  

C3.1.2. The DDMS elements are described using a set of tables with descriptive fields derived from the International Standard Organization ISO/IEC 11179-3, Information Technology — Specification and standardization of data elements — Part 3: Basic attributes of data elements.  

C3.1.3. The categories and elements that compose the DDMS are contained in chapters 4 through 7 of this document.  Each category is defined using three tables.  The first table lists the basic category makeup.  The second table lists and defines the elements contained within the category, and the third table provides implementation examples in different formats to aid in understanding.  The formats shown in the example table are not meant to endorse a particular language implementation, but merely to demonstrate how the metadata might be stored.   Additionally, there are no constraints placed upon the repetition of an element.  Table C3.T2 lists and defines the fields used in the primary category tables.  Table C3.T3 lists and defines the fields used in the element tables.  Finally, Table C3.T4 lists and defines the formats of the example tables.
Table C3.T2. Category Fields and Explanations

	Field Name
	Definition

	Metadata Category Definition
	A plain text definition of the element.

	Obligation 
	Specifies whether use of the element is mandatory, mandatory unless not applicable, conditional, or optional.

	Date of Last Modification
	Specifies the date on which the element or attribute was last modified.

	Source or Related Reference
	Reference to original source material used to develop or derive the element.

	Comments 
	Specifies what the element encompasses, or any useful notes.


Table C3.T3. Category Element and Attribute Fields and Explanations

	Field Name
	Definition

	Name
	Specifies the formal name of the element.

	Definition
	A plain text definition of the element.

	Obligation 
	Specifies whether use of the element is mandatory, mandatory unless not applicable, conditional, or optional.

* Note on Conditional Obligation:  When an element’s obligation is listed as “Conditional,” the condition will be listed following a colon, within the element’s obligation cell.  If a condition is met, then the element usage is mandatory.  Additionally, conditional elements may be used, even though the condition may not have been met.

	Comments 
	Specifies what the element encompasses, or any useful notes.  The applicability of security markings for the element are noted.


Table C3.T4. Category Example Fields and Explanations

	Field Name
	Definition

	Text


	A plain text example depicting the elements in a category may be stored as comma-separated metadata.

	XML
	An XML example of how the elements in a category may be stored as metadata.

	HTML
	An HTML example of how the elements in a category may be stored as metadata.


Chapter 4.  Resource Header XE "Resource Header" 
	Table C4.T1. Resource Header Category

	Metadata Category Description
	The top-level element of a DDMS Metadata card with its amplifying attributes.

	Obligation
	Mandatory

	Modification Date
	2011-09-22

	Source or Related Reference
	DoD 5200.1-R

EO 12958

XML Data Encoding Specification for Information Security Marking Metadata Version 9
XML Data Encoding Specification for Need to Know (NTK) Metadata Version 7

	Comment
	This category consists of the top-level element, resource, which contains metadata about a described data asset and its attributes.  Child elements are addressed by the other DDMS categories.  This element uses attributes from the Data Encoding Specification (DES) for Intelligence Community Information Security Marking (IC ISM) as the authoritative implementation of CAPCO security metadata.  An additional attribute originates from the DES for NTK. 
See Intelligence Community Metadata Standards for Information Assurance, “Information Security Marking Data Element Dictionary.”

See also, Intelligence Community Metadata Standards for Information Assurance, “Information Security Marking Implementation Guide” for the complete set of security attributes.  

The mandatory resource element is the root of the whole DDMS metadata card.


	Table C4.T1.1. resource Element and Attributes

	Name
	Definition
	Obligation
	Comment

	resource XE "resource" 
	The top-level element that contains all DDMS information about a described data asset as well as information about the DDMS resource (this record)
	Mandatory
	A DDMS resource describes a data asset, and also contains metadata describing the DDMS resource (metadata card).

	resourceElement XE "resourceElement:attribute of resource" 
	An attribute of resource that Identifies whether this tag sets the classification for the metadata card as a whole
	Mandatory
	This is an attribute from the ICISM:ResourceNodeAttributeGroup.  It is a Boolean value.  It must be set to “True”

	createDate XE "createDate" 
	An attribute of resource that specifies the creation or latest modification date of the DDMS Metadata card
	Mandatory
	This is an attribute from the ICISM:ResourceNodeAttributeGroup.  It is a date value.

	compliesWith XE "compliesWith" 
	An indicator of what optional ISM rule sets the metadata card complies with.
	Optional
	This is an attribute from the ICISM:ResourceNodeAttributeGroup.  This allows systems to know that the document claims compliance with these rule sets and they should be enforced.

PERMISSIBLE VALUES The permissible values for this simple type are defined in the Controlled Value Enumeration: CVEnumISMcompliesWith.xml

	DESVersion XE "DESVersion:IC ISM" 
	Specifies the version of the Data Encoding 

Specification (DES) for Information Security Markings (ISM) version used for the security markings in this metadata card.
	Mandatory
	This is an attribute from the ICISM:RootNodeAttributeGroup.  The current DES version for the ISM at the time of DDMS 4.1 release is version 9, corresponding to IC ISM version 9.0.  This attribute must have a value of 9.

	ntk:DESVersion XE "DESVersion:NTK" 
	Specifies the version of the Data Encoding Specification (DES) for Need To Know (NTK) version used for the security markings on this metadata card.
	Mandatory
	This is an attribute from the NTK:NTKRootNodeAttributeGroup.  The current ntk:DESVersion at the time of DDMS 4.1 release is version 7, corresponding to NTK version 7.0.  This attribute must have a value of 7.

	classification XE " classification" 
	The security Classification of the DDMS record.
	Mandatory
	This is an attribute from the ICISM:SecurityAttributesGroup. 
Valid Values
U = Unclassified

C = Confidential

S = Secret

TS = Top Secret

R = Restricted

	ownerProducer XE "ownerProducer" 
	The country codes of the producers of the DDMS record.
	Mandatory
	This is an attribute from the ICISM:SecurityAttributesGroup.  The value is a string with one or more three letter country codes,the code “FGI” (for “Foreign Government Information”), or a four letter coalition code separated by spaces.  If multiple codes are present and one is “USA” then “USA” must occur first.

	noticeDate XE "noticeDate" 
	A Date associated with a notice such as the DoD Distribution notice date.
	Optional
	noticeDate is a date value.

	noticeReason
	A Reason (less than 2048 chars) associated with a notice such as the DoD Distribution reason.
	Optional
	noticeReason is a restriction of xsd:string.

	noticeType
	A categorization defining which of the required Notices, described in the CAPCO Register, is included in the element.  The permissible value for this attribute are defined in the IC ISM Controlled Value Enumeration: CVEnumISMNotice.xml
	Optional
	This attribute is an indicator that the element contains a Notice. The element could contain any structure the implementing schema defined and details of the rendering would be up to the schema in question.

	unregisteredNoticeType
	A notice that is of a category that is not described in the CAPCO Register and/or is not represented in the IC—ISM Controlled Value Enumeration CVEnumISMNotice.xml.
	Optional
	unregisteredNoticeType is a restriction of xsd:string.

	Other security attributes
	There are numerous other security descriptive attributes that can be used
	Mandatory, unless not required
	Refer to the ICISM:SecurityAttributesGroup for other attributes.  These are coded as optional, but if they apply, they must be specified.


	Table C4.T1.2. Resource Attributes Examples

	Text
	resourceElement:  True

createDate:  Sep 26, 2011
ICISM:DESVersion:  9
classification:  R
ownerProducer: GBR

disseminationControls:  EYES

releasableTo:  GBR

NTK:DESVersion:  7

	XML
	<ddms:resource ICISM:resourceElement=”true”



ICISM:createDate=”2011-06-26”



ICISM:DESVersion=”9”



ICISM:classification=”S” 



ICISM:ownerProducer=”USA” 



ICISM:classificationReason=”1.4(b)” 



ICISM:classifiedBy=”John Doe, Position Title” 



ICISM:declassDate”2015-01-01”



ICISM:SCIcontrols=”SI” 



ICISM:disseminationControls=”REL” 



ICISM:FGIsourceOpen=”AUS NZL NATO”



ICISM:releasableTo=”USA AUS”


NTK:DESVersion=”7”/>

See also, Intelligence Community Metadata Standards for Information Assurance, “Information Security Marking Implementation Guide” for comprehensive examples.

	HTML
	<meta name=”security.resourceElement” content=”true”>

<meta name=”security.createDate” content=”2011-09-26”>

<meta name=”security.DESVersion” content=”9”>
<meta name=”NTK.DESVersion” content=”7”>
<meta name=”security.classification” content=”U>

<meta name=”security.ownerProducer” content=”USA”>

<meta name=”security.disseminationControls” content=”REL”>

<meta name=”security.releasableTo” content=”USA AUS”>


Chapter 5.  Metacard Info  XE "metacardInfo" Category Set

	Table C5.T1. metacardInfo Category

	Metadata Category Description
	Information about the metadata card.

	Obligation
	Mandatory

	Modification Date
	2011-09-22

	Source or Related Reference
	DoD 5200.1-R

EO 12958

XML Data Encoding Specification for Information Security Marking Metadata Version 9

	Comment
	This category consists of one top-level element which contains metadata about the metadata card, such as who created it and when.  

See Intelligence Community Metadata Standards for Information Assurance, “Information Security Marking Data Element Dictionary.”

See also, Intelligence Community Metadata Standards for Information Assurance, “Information Security Marking Implementation Guide” for the complete set of security attributes.  

The mandatory element for the metacardInfo Category is the metacardInfo element.  

metacardInfo may be marked according to CAPCO guidelines, the IC ISM Data Dictionary and the IC ISM Schema Guide.  The Business Logic for applying security markings is found in the IC ISM Schema Guide


	Table C5.T1.3. metacardInfo Category Elements and Attributes

	Name
	Definition
	Obligation
	Comment

	metacardInfo
	This element contains metadata about the metadata card.
	Mandatory
	One metacardInfo element must be present in a DDMS record.  metacardInfo may be marked according to CAPCO guidelines, the IC ISM Data Dictionary and the IC ISM Schema Guide.


	identifier
	This child element of metacardInfo and its attributes are described in the identifier category.
	Mandatory
	There must be at least one identifier under metacardInfo, and there can be an unbounded number.  In this context the identifier element contains an identifier for the metadata card, such as a URL and any value to uniquely identify the metadata card.

	dates
	This child element of metacardInfo is described in the dates category.
	Mandatory
	There must be one dates element under metacardInfo.  In this context the dates element contains information about the metadata card, and must have an approvedOn attribute populated.

	publisher
	Information describing the entity responsible for publishing the metadata card.  This child element of metacardInfo is fully described in the publisher category.
	Mandatory to have at least one publisher in metacardInfo
	There must be one publisher element under metacardInfo.  In this context the publisher element describes the publisher of the metadata card, which may not be the same as the publisher of the described data asset.  If more than one publisher record is needed then additional publisher elements can be included in the creator, publisher, contributor, and pointOfContact choice below.
publisher may be marked according to CAPCO guidelines, the IC ISM Data Dictionary and the IC ISM Schema Guide.

	creator
	Information about the organization, person, or entity responsible for generating the metadata card.  This child element of metacardInfo is fully described in the publisher category.
	Optional to have one or more of creator, publisher, contributor, or pointOfContact in DDMS:metacardInfo
	There is no maximum number of creator elements in DDMS:metacardInfo.

In this context, the data contained in the creator element describes an entity that is a creator of the metadata card.

creator may be marked according to CAPCO guidelines, the IC ISM Data Dictionary and the IC ISM Schema Guide.

	contributor
	Information about an organization, person, or entity, which contributed intellectual content to a metadata card.  This child element of metacardInfo is fully described in the publisher category.
	Optional to have one or more of creator, publisher, contributor, or pointOfContact in DDMS:metacardInfo
	There is no maximum number of contributor elements in DDMS:metacardInfo.

In this context, the data contained in the contributor element describes an entity that is a contributor to the content of the metadata card.

contributor may be marked according to CAPCO guidelines, the IC ISM Data Dictionary and the IC ISM Schema Guide.

	pointOfContact
	Information about an organization, person, or other entity associated with a metadata card, other than the creating or publishing organization.  This child element of metacardInfo is fully described in the publisher category.
	Optional to have one or more of creator, publisher, contributor, or pointOfContact in DDMS:metacardInfo
	There is no maximum number of pointOfContact elements in DDMS:metacardInfo.

In this context, the data contained in the pointOfContact element describes an entity that is a pointOfContact for the content of the metadata card.

pointOfContact may be marked according to CAPCO guidelines, the IC ISM Data Dictionary and the IC ISM Schema Guide.

	description
	This element is used to provide a short description of the metadata card.  This child element of metacardInfo is fully described in the description category.
	Optional
	The metacardInfo element can optionally contain at most one description element, which must contain a text description of the metadata card.
description must be marked according to CAPCO guidelines, the IC ISM Data Dictionary and the IC ISM Schema Guide.  The Business Logic for applying security markings is found in the IC ISM Schema Guide.

	processingInfo XE "processingInfo" 
	Information on how and when metadata was added to a metadata card post-production.
	Optional
	The number of processingInfo elements is unbounded.  In this context, processingInfo provides information on how and when metadata was added to a metadata card after the initial publication of the metadata card.

processingInfo must be marked according to CAPCO guidelines, the IC ISM Data Dictionary and the IC ISM Schema Guide.  The Business Logic for applying security markings is found in the IC ISM Schema Guide.

	revisionRecall XE "revisionRecall" 
	This element specifies methods for conveying revision and recall indicators and additional data in XML.  This element, its attributes, and child elements are fully described in the revisionRecall element section.
	Optional
	There can be at most one revisionRecall element in metacardInfo.
In this context, revisionRecall provides revision or recall metadata about the metadata card.
revisionRecall must be marked according to CAPCO guidelines, the IC ISM Data Dictionary and the IC ISM Schema Guide.  The Business Logic for applying security markings is found in the IC ISM Schema Guide.

	recordsManagementInfo XE "recordsManagementInfo" 
	This element contains information about record keeping and the authoring software used to produce the metadata card.  This element, its attributes, and child elements are fully described in the recordsManagementInfo element section.
	Optional
	In this context, recordsManagementInfo contains information about record keeping and the authoring software used to produce the metadata card.



	noticeList XE "noticeList" 
	This element contains a list of Notices.  Each Notice contains a Notice Text.  noticeList is fully described in the DES for IC ISM, where it is called “NoticeList”.  For additional information regarding the meaning and use of the Notice element please refer to the IC ISM guidelines.
	Optional
	This is an element imported from the DES for IC ISM.  It has a structure of child elements that are described in that DES which outlines their usage.  When used, it must be marked according to CAPCO guidelines, the IC ISM Data Dictionary and the IC ISM Schema Guide.

	ntk:Access
	An element that describes a formalized Need to Know required for a document. A way of describing a formalized Need to Know required for a document.  It is fully described in the DES for Need to Know (NTK)
	Optional
	This is an element imported from the DES for NTK.  It has a structure of child elements that are described in the DES for NTK which outlines their usage.

NTK requires being inside a schema that implements ISM therefore some element in the implementing schema MUST have ICISM:ISMRootNodeAttributeGroup and ICISM:ResourceNodeAttributeGroup since both of those are required for a valid ISM implementation. In addition the root node of the implementing schema must have ntk:NTKRootNodeAttributeGroup specified.

When used, it must be marked according to CAPCO guidelines, the IC ISM Data Dictionary and the IC ISM Schema Guide. 


	Table C5.T1.4. metacardInfo Category Examples

	Text
	identifier qualifier:  http://purl.org/dc/terms/URI
identifier value:  http://www.dod.mil/index.html
dates created:  2011-08-11
dates receivedOn: 2011-08-12

publisher EntityType: organization
publisher classification: U

publisher ownerProducer: USA
organization acronym: ARMY

name:  ARMY

phone: 555-555-5555

email: army@army.mil

subOrganization: NGIC
subOrganization classification: U

subOrganization ownerProducer: USA

description:  This is an example of a card produced for DDMS
description classification: U

description ownerProducer: USA

processingInfo: XSLT Transformation to convert DDMS 3.0 to DDMS 4.0

processingInfo: dateProcessed: 2011-08-19

processingInfo classification: U

processingInfo ownerProducer: USA

recordsManagementInfo vitalRecordIndicator: true

record KeeperID: #289-99202-9

record Keeper organization name: Agency Z

applicationSoftware: IRM Generator 2L-9
applicationSoftware: classification: U

applicationSoftware: ownerProducer: USA
noticeList: classification: U

noticeList: ownerProducer: USA

notice: classification: U

notice: ownerProducer: USA

notice:  unregisteredNoticeType: Mike1

NoticeText: classification: U

NoticeText: ownerProducer: USA

NoticeText: NAMES NOT FURTHER IDENTIFIED UNLESS OTHERWISE INDICATED

	XML
	<ddms:metacardInfo>


<ddms:identifier ddms:qualifier="http://purl.org/dc/terms/URI" ddms:value="http://www.dod.mil/index.html"/>


<ddms:dates ddms:created="2011-08-11" ddms:receivedOn="2011-08-12"></ddms:dates>


<ddms:publisher ICISM:classification="U" ICISM:ownerProducer="USA">



<ddms:organization ddms:acronym="ARMY">




<ddms:name>ARMY</ddms:name>
<ddms:phone>555-555-5555</ddms:phone>

<ddms:email>army@army.mil</ddms:email>



<ddms:subOrganization ICISM:classification="U" ICISM:ownerProducer="USA">NGIC</ddms:subOrganization>



</ddms:organization>


</ddms:publisher>


<ddms:description ICISM:classification="U" ICISM:ownerProducer="USA">This is an example of a card produced for DDMS</ddms:description>


<ddms:processingInfo ICISM:classification="U" ddms:dateProcessed="2011-08-19" ICISM:ownerProducer="USA">XSLT Transformation to convert DDMS 3.0 to DDMS 4.0.




</ddms:processingInfo>


<ddms:recordsManagementInfo ddms:vitalRecordIndicator="true">



<ddms:recordKeeper>




<ddms:recordKeeperID>#289-99202.9</ddms:recordKeeperID>




<ddms:organization>





<ddms:name>Agency Z</ddms:name>




</ddms:organization>



</ddms:recordKeeper>



<ddms:applicationSoftware ICISM:classification="U" ICISM:ownerProducer="USA">IRM Generator 2L-9
</ddms:applicationSoftware>


</ddms:recordsManagementInfo>

<ddms:noticeList ICISM:classification="U" ICISM:ownerProducer="USA">


<ICISM:Notice ICISM:classification="U" ICISM:ownerProducer="USA" ICISM:unregisteredNoticeType="Mike1">



<ICISM:NoticeText ICISM:classification="U" ICISM:ownerProducer="USA">NAMES NOT FURTHER IDENTIFIED UNLESS OTHERWISE INDICATED                  



</ICISM:NoticeText>



</ICISM:Notice>

</ddms:noticeList>

</ddms:metacardInfo>



	HTML
	<meta name=”identifier.qualifier” content=”http://purl.org/dc/terms/URI”>

<meta name=”identifier.value” content=”http://www.dod.mil/index.html”>

<meta name=”dates.created” content=”2011-08-11”>

<meta name=”dates.receivedOn” content=”2011-08-12”>

<meta name=”publisher.organization.classfication” content=”U”>

<meta name=”publisher.organization.ownerProducer” content=”USA”>
<meta name=”organization.acronym” content=”ARMY”>

<meta name=”organization.name” content=”ARMY”>
<meta name=”organization.phone” content=”555-555-5555”

<meta name=”organization.email” content=”army@army.mil”
<meta name=”subOrganization” content=”NGIC”>
<meta name=”subOrganization.classfication” content=”U”>

<meta name=”subOrganization.ownerProducer” content=”USA”>
<meta name=”description” content=” This is an example of a card produced for DDMS”>
<meta name=”description.classfication” content=”U”>

<meta name=”description.ownerProducer” content=”USA”>
<meta name=”processingInfo” content=” XSLT Transformation to convert DDMS 3.0 to DDMS 4.0”>

<meta name=”processingInfo.dateProcessed” content=”2011-08-19”>
<meta name=”processingInfo.classfication” content=”U”>

<meta name=”processingInfo.ownerProducer” content=”USA”>
<meta name=”recordsManagementInfo.vitalRecordIndicator” content=”true”>

<meta name=”recordKeeperID” content=”#289-99202-9”>
<meta name=”recordKeeper.organization.name” content=”AgencyZ”>

<meta name=”applicationSoftware” content=” IRM Generator 2L-9”>
<meta name=”applicationSoftware.classfication” content=”U”>

<meta name=”applicationSoftware.ownerProducer” content=”USA”>
<meta name=”noticeList.classfication” content=”U”>

<meta name=”noticeList.ownerProducer” content=”USA”>
<meta name=”notice.classfication” content=”U”>

<meta name=”notice.ownerProducer” content=”USA”>
<meta name=”notice.unregisteredNoticeType” content=”Mike1”>
<meta name=”noticeText.classfication” content=”U”>

<meta name=”noticeText.ownerProducer” content=”USA”>
<meta name=”noticeText” content=” NAMES NOT FURTHER IDENTIFIED UNLESS OTHERWISE INDICATED”>


Chapter 6.  Security XE "security"  Category Set

	Table C6.T1. security Category

	Metadata Category Description
	The highest level of classification, dissemination controls, and declassification rules applicable to a described data asset.

	Obligation
	Mandatory

	Modification Date
	2011-09-22

	Source or Related Reference
	DoD 5200.1-R

EO 12958

XML Data Encoding Specification for Information Security Marking Metadata Version 9

	Comment
	This category consists of one top-level element which uses the Intelligence Community Information Security Marking (IC ISM) as the authoritative implementation of CAPCO.  

See Intelligence Community Metadata Standards for Information Assurance, “Information Security Marking Data Element Dictionary.”

See also, Intelligence Community Metadata Standards for Information Assurance, “Information Security Marking Implementation Guide” for the complete set of security attributes.  
The mandatory element for the security block is the security element.  The attributes required to be present on the security element are controlled by the resources listed above and the IC ISM XML Schema.


	Table C6.T1.5. security Category Elements and Attributes

	Name
	Definition
	Obligation
	Comment

	security
	This element contains security markings for the data asset described.
	Mandatory
	One security element must be present in a DDMS record, with attributes as specified.

	excludeFromRollup XE "excludeFromRollup" 
	An attribute of security that specifies whether the security markings are excluded from rollup procedures for security markings on parent nodes.
	Mandatory – value must equal “true”
	This is an attribute from the IC ISM markings.  Since the security markings are the markings on the data asset described by the DDMS metadata card, they have no bearing on the security releasability of the DDMS record itself and therefore, by definition, are excluded from rollup procedural requirements on the Resource Heading security markings.

	classification XE "classification" 
	An attribute of security that specifies the security classification of the described data asset.
	Mandatory
	This is an attribute from the ICISM:SecurityAttributesGroup. 

Valid Values
U = Unclassified
C = Confidential
S = Secret
TS = Top Secret
R = Restricted


	ownerProducer XE "ownerProducer" 
	An attribute of security that specifies the country codes of the producers of the described data asset.
	Mandatory
	This is an attribute from the ICISM:SecurityAttributesGroup.  The value is a string with one or more three letter country codes, the code “FGI” (for “Foreign Government Information”), or a four letter coalition code separated by spaces.  If multiple codes are present and one is “USA” then “USA” must occur first.

	Other security attributes
	There are numerous other security descriptive attributes that can be used
	Mandatory, unless not required
	Refer to the ICISM:SecurityAttributesGroup for other attributes.  These are coded as optional, but if they apply, they must be specified.

	ntk:Access XE "Access:ntk:Access" 
	An element that describes a formalized Need to Know required for a document. A way of describing a formalized Need to Know required for a document.  It is fully described in the DES for Need to Know (NTK)
	Optional
	This is an element imported from the DES for NTK.  It has a structure of child elements that are described in the DES for NTK which outlines their usage.
NTK requires being inside a schema that implements ISM therefore some element in the implementing schema MUST have ICISM:ISMRootNodeAttributeGroup and ICISM:ResourceNodeAttributeGroup since both of those are required for a valid ISM implementation. In addition the root node of the implementing schema must have ntk:NTKRootNodeAttributeGroup specified.
When used, it must be marked according to CAPCO guidelines, the IC ISM Data Dictionary and the IC ISM Schema Guide. 

	noticeList XE "noticeList" 
	A list of Notices.  Each Notice contains a Notice Text.  noticeList is fully described in the DES for IC ISM, where it is called “NoticeList”.  For additional information regarding the meaning and use of the Notice element please refer to the IC ISM guidelines.
	Optional
	This is an element imported from the DES for IC ISM.  It has a structure of child elements that are described in that DES which outlines their usage.  When used, it must be marked according to CAPCO guidelines, the IC ISM Data Dictionary and the IC ISM Schema Guide.


	Table C6.T1.6. security Category Examples

	Text
	security.ICISM.excludeFromRollup: True
security.ICISM.classification: S
security.ICISM.ownerProducer:  USA
security.ICISM.classificationReason: 1.4(b)

security.ICISM.classifiedBy: John Doe, Position Title
security.ICISM.declassDate: 2010-01-01

security.ICISM.SCIControls: SI

disseminationControls:  REL
security.ICISM.FGISourceOpen: AUS NZL NATO

security.ICISM.releasableTo:  USA AUS
security.ICISM.noticeList classification: U

security.ICISM.noticeList ownerProducer: USA

security.ICISM.notice noticeType: DS

security.ICISM.notice classification: U

security.ICISM.notice ownerProducer: USA

security.ICISM.noticeText classification: U

security.ICISM.noticeText ownerProducer: USA

security.ICISM.noticeText: Distribution authorized to DoD, IAW 10 U.S.C. §§130 & 455. Release authorized to U.S. DoD contractors IAW 48 C.F.R §252.245-7000. Refer other requests to: Headquarters, NGA, ATTN: Release Officer, Mail Stop D-120, 4600 Sangamore Road, Bethesda, MD 20816-5003. Destroy IAW DoD 5030.59. Removal of this caveat is prohibited.
security.ntk.Access.ICISM.classification: U

security.ntk.Access.ICISM.ownerProducer: USA

security.ntk.Access.AccessGroup.ICISM.classification: U

security.ntk.Access.AccessGroup.ICISM.ownerProducer: USA

security.ntk.Access.AccessGroup.AccessSystemName.ICISM.classification: U

security.ntk.Access.AccessGroup.AccessSystemName.ICISM.ownerProducer: USA

security.ntk.Access.AccessSystemName: DIAS

security.ntk.Access.AccessGroupValue.ICISM.classification: U

security.ntk.Access.AccessGroup.AccessGroupValue.ICISM.ownerProducer: USA

security.ntk.Access.AccessGroup.AccessGroupValue: WISE/RODCA

	XML
	<ddms:security ICISM:classification="S" ICISM:excludeFromRollup="true" ICISM:ownerProducer="USA" ICISM:classificationReason="1.4(b)" ICISM:classifiedBy="John Doe, Position Title" ICISM:declassDate="2010-01-01" ICISM:SCIcontrols="SI" ICISM:disseminationControls="REL" ICISM:FGIsourceOpen="AUS NZL NATO" ICISM:releasableTo="USA AUS">

<ddms:noticeList ICISM:classification="U" ICISM:ownerProducer="USA">

<ICISM:Notice ICISM:noticeType="DS" ICISM:classification="U" ICISM:ownerProducer="USA">

<ICISM:NoticeText ICISM:classification="U" ICISM:ownerProducer="USA">

 Distribution authorized to DoD, IAW 10 U.S.C. §§130 &amp; 455. Release authorized to U.S. 

DoD contractors IAW 48 C.F.R §252.245-7000. Refer other requests to: Headquarters, 

NGA, ATTN: Release Officer, Mail Stop D-120, 4600 Sangamore Road, Bethesda, MD 

20816-5003. Destroy IAW DoD 5030.59. Removal of this caveat is prohibited.

</ICISM:NoticeText>

</ICISM:Notice>

</ddms:noticeList>

<ntk:Access ICISM:classification="U" ICISM:ownerProducer="USA">

<ntk:AccessGroupList>

                <ntk:AccessGroup ICISM:classification="U" ICISM:ownerProducer="USA">

<ntk:AccessSystemName ICISM:classification="U" 

ICISM:ownerProducer="USA">DIAS

</ntk:AccessSystemName>

<ntk:AccessGroupValue ICISM:classification="U" 

ICISM:ownerProducer="USA">WISE/RODCA

</ntk:AccessGroupValue>

                </ntk:AccessGroup>

            </ntk:AccessGroupList>

        </ntk:Access>

</ddms:security>
See also, Intelligence Community Metadata Standards for Information Assurance, “Information Security Marking Implementation Guide” for comprehensive examples.

	HTML
	<meta name=”security.excludeFromRollup” content=”true”>
<meta name=”security.classification” content=”S”>

<meta name=”security.ownerProducer” content=”USA”>

<meta name=”security.ICISM.classificationReason” content=”1.4(b)”>

<meta name=”security.ICISM.classifiedBy” content=”John Doe, Position Title”>

<meta name=”security.ICISM.declassDate” content=”2010-01-01”>

<meta name=”security.ICISM.SCIControls” content=”SI”>

<meta name=”security.ICISM.disseminationcontrols” content=”REL”>

<meta name=”security.ICISM.FGISourceOpen” content=”AUS NZL NATO”>

<meta name=”security.ICISM.releasableTo” content=”USA AUS”>
<meta name=”security.ICISM.classification” content=”U”>

<meta name=”security.ICISM.ownerProducer” content=”USA”>

<meta name=”security.ICISM.notice.noticeType” content=”DS”>

<meta name=”security.ICISM.notice.classification” content=”U”>

<meta name=”security.ICISM.notice.ownerProducer” content=”USA”>

<meta name=”security.ICISM.noticeText.classification” content=”U”>

<meta name=”security.ICISM.noticeText.ownerProducer” content=”USA”>

<meta name=”security.noticeText” content=”Distribution authorized to DoD, IAW 10 U.S.C. §§130 &amp; 455. Release authorized to U.S. DoD contractors IAW 48 C.F.R §252.245-7000. Refer other requests to: Headquarters, NGA, ATTN: Release Officer, Mail Stop D-120, 4600 Sangamore Road, Bethesda, MD 20816-5003. Destroy IAW DoD 5030.59. Removal of this caveat is prohibited.”>

<meta name=”security.ntk.Access.ICISM.classification” content=”U”>

<meta name=”security.ntk.Access.ICISM.ownerProducer” content=”USA”>
<meta name=”security.ntk.Access.AccessGroup.ICISM.classification” content=”U”>

<meta name=”security.ntk.Access.AccessGroup.ICISM.ownerProducer” content=”USA”>
<meta name=”security.ntk.Access.AccessGroup.AccessSystemName.classification” content=”U”>

<meta name=”security.ntk.Access.AccessGroup.AccessSystemName.ownerProducer” content=”USA”>
<meta name=”security.ntk.Access.AccessGroup.AccessSystemName” content=”DIAS”>
<meta name=”security.ntk.Access.AccessGroup.AccessGroupValue.ICISM.classification” content=”U”>

<meta name=”security.ntk.Access.AccessGroup.AccessGroupValue.ICISM.ownerProducer” content=”USA”>
<meta name=”security.ntk.Access.AccessGroup.AccessGroupValue” content=”WISE/RODCA”>


Resource Category Set

	Table C6.T2. Title Category XE "title" 

	Metadata Category Description
	A name, or names, given to the resource.

	Obligation
	Mandatory

	Modification Date
	2004-11-16

	Source or Related Reference
	DCMI: title, v. 004
XML Data Encoding Specification for Information Security Marking Metadata Version 9

	Comment
	Each DDMS resource must contain at least one title element, and may contain one or more subtitle elements, or supplementary, explanatory titles for use on cover pages and for cataloging and searching.  

title and subtitle are marked according to CAPCO guidelines, the IC ISM Data Dictionary and the IC ISM Schema Guide.  The Business Logic for applying security markings is found in the IC ISM Schema Guide 


	Table C6.T2.7. Title Category Elements

	Name
	Definition
	Obligation
	Comment

	title
	Typically, a title will be a name by which the resource is formally known.
	Mandatory
	There must be at least one title per resource.  There is no maximum number of title elements.  title must be marked according to CAPCO guidelines, the IC ISM Data Dictionary and the IC ISM Schema Guide

	subtitle XE "subtitle" 
	A subtitle may be any form of the title used as a substitute, or it may be an alternative to the formal title of the resource.
	Optional
	There is no maximum number of subtitle elements.  subtitle must be marked according to CAPCO guidelines, the IC ISM Data Dictionary and the IC ISM Schema Guide


	Table C6.T2.8. Title Category Examples

	Text
	title classification: Unclassified

title ownerProducer: USA

title:  Department of Defense Discovery Metadata Specification (DDMS)

subtitle Classification: Unclassified

subtitle ownerProducer: USA

subtitle:  Review Version 1.2

	XML
	<ddms:title ICISM:classification=”U” ICISM:ownerProducer=”USA”>Department of Defense Discovery Metadata Specification (DDMS)</ddms:title>

<ddms:subtitle ICISM:classification=”U” ICISM:ownerProducer=”USA”>Review Version 1.2</ddms:subtitle>

	HTML
	<meta name=”title.classification” content=”U”>

<meta name=”title.ownerProducer” content=”USA”>

<meta name=”title” content=” Department of Defense Discovery Metadata Specification (DDMS)”>

<meta name=”subtitle.classification” content=”U”>

<meta name=”subtitle.ownerProducer” content=”USA”

<meta name=”subtitle” content=” Review Version 1.2”>


	Table C6.T3. identifier Category / Element XE "identifier" 

	Metadata Category Description
	An unambiguous reference to a resource within a given context.  

	Obligation
	Mandatory in both DDMS:resource and DDMS:metacardInfo

	Modification Date
	2003-05-16

	Source or Related Reference
	DCMI: identifier, v. 004

IC MSP v. 2.0:  DocumentID

	Comment
	This category consists of one element.  An identifier may be an internal, external, and/or universal identification label for representing a resource by means of a string or number conforming to a formal identification system.  An example of an identifier would be an International Standard Serial Number (ISSN), or a Uniform Resource Locator (URL).  Any type of identifier can be accommodated, so long as the identifier qualifier is specified with the identifier value.  The inclusion of one identifier element is mandatory; there is no upper bound on the number of identifier elements.



	Table C6.T3.9. identifier Element and Attributes

	Name
	Definition
	Obligation
	Comment

	identifier
	An element that contains a location reference to the resource being described.
	Mandatory
	The identifier provides the needed information to uniquely identify the information resource being described. It generally provides information to retrieve the information resource.  The inclusion of one identifier element is mandatory; there is no upper bound on the number of identifier elements.

	qualifier XE "qualifier:identifier" 
	An attribute of identifier that contains a URI specifying the formal identification system or encoding scheme by which the identifier value is to be interpreted.
	Mandatory
	Specifies the type of identifier that is supplied in the identifier Value

	value XE "value:identifier" 
	An attribute of identifier that contains an unambiguous reference to the resource within a given context.  An internal, external, and/or universal identification number for a data asset or resource.
	Mandatory
	Permissible values must conform to the value supplied in identifier Qualifier.


	Table C6.T3.10. identifier Category Examples

	Text
	identifier qualifier:  http://purl.org/dc/terms/URI
identifier value:  http://www.dod.mil/index.html

	XML
	<ddms:identifier ddms:qualifier=”http://purl.org/dc/terms/URI” ddms:value=”http://www.dod.mil/index.html” />

[ALTERNATE]

<ddms:identifier ddms:qualifier=”http://purl.org/dc/terms/URI” ddms:value=”urn:isbn:0838908829” />

(Identifying a book with the isbn number 0838908829 as defined by the URN representation for an ISBN per RFC 3187.)

[ALTERNATE]

<ddms:identifier ddms:qualifier=”urn:iso:std:iso:3779” ddms:value=”1FTDR11T5GTA01050” />

(Identifying a vehicle with VIN 1FTDR11T5GTA0105 according to URNs for ISO recommendation and ISO 3779:1983.  Here the qualifier identifies the ISO Standard 3779:1983 and the value is a compliant VIN.  See http://www.rfc-editor.org/rfc/rfc5141.txt.)

	HTML
	<meta name=”identifier.qualifier” content=”http://purl.org/dc/terms/URI”>

<meta name=”identifier.value” content=”http://www.dod.mil/index.html”>


	Table C6.T4. creator Category / Element XE "creator" 

	Metadata Category Description
	Information about the entity responsible for generating the resource.

	Obligation
	Mandatory to have at least one of creator, publisher, contributor, or pointOfContact in DDMS:resource.  Optional to have one or more creator elements in DDMS:metacardInfo.

	Modification Date
	2011-09-22

	Source or Related Reference
	DCMI:  creator, v. 004

IC MSP v. 2.0:  AuthorInfo, POCInfo

	Comment
	This category consists of one element.  When a creator is a service or an organization, and not an individual, it is expected that the contact authority (person or organization) for the resource will be listed. 
There is no maximum number of creator elements in a DDMS:resource, where it indicates the creator of a described data asset.  DDMS:resource can optionally include one or more creator elements when other publisher, contributor, or pointOfContact elements exist.
DDMS:metacardInfo can optionally include one or more creator elements where it indicates the creator of a metadata card.  
Each creator element can have one element of person, organization, service, or unknown.
Creator may be marked according to CAPCO guidelines, the IC ISM Data Dictionary and the IC ISM Schema Guide.  The Business Logic for applying security markings is found in the IC ISM Schema Guide.


	Table C6.T4.11. creator Category Element and Attribute

	Name
	Definition
	Obligation
	Comment

	creator
	Contains person, organization, Web Service data, or unknown for an Entity that is a Creator.  See Tables C6.T7, C6.T8, C6.T9, and C6.T10.
	Mandatory to have at least one of creator, publisher, contributor, or pointOfContact in DDMS:resource;
Optional in DDMS:metacardInfo
	Specifies the relationship of being a creator.  The data contained by the creator element in DDMS:resource describes an entity that is a creator of the described data asset.
DDMS:metacardInfo can optionally include one or more creator elements where it indicates the creator of a metadata card.
At least one of creator, contributor, publisher, or pointOfContact must be present in ddms:resource.
There is no maximum number of creator elements in DDMS:resource or DDMS:metacardInfo.
creator may be marked according to CAPCO guidelines, the IC ISM Data Dictionary and the IC ISM Schema Guide.

	ISM:pocType XE "pocType:creator" 
	An attribute of creator that indicates that the element specifies a point-of-contact (POC) and the methods with which to contact that individual.  
	Optional
	As certain POCs are required for different reasons (ICD-710 compliance, DoD Distribution statements, etc), the values for this attribute specify the reason(s) why the POC is provided.  A recommended set of values, required for use in the IC, is found in the IC ISM Controlled Value Enumeration:  CVEnumISMPocType.xml


	Table C6.T4.12. creator Category Examples

	Text
	creator: person
creator classification: U

creator ownerProducer: USA
creator pocType: DoD-Dist-B
name:  John Q.

surname:  Jones

phone:  222-222-2222

email:  jq.jones@someagency.mil
userID:  12345678

affiliation:  U.S. Army

	XML
	<ddms:creator ICISM:classification=”U” ICISM:ownerProducer=”USA” ICISM:pocType=”DoD-Dist-B”>

<ddms:person>


<ddms:name>John Q.</ddms:name>


<ddms:surname>Jones</ddms:surname>


<ddms:phone>222-222-2222</ddms:phone>


<ddms:email>jq.jones@someagency.mil</ddms:email>
<ddms:userID>12345678</ddms:userID>
<ddms:affiliation>U.S. Army</ddms:affiliation>

</ddms:person>
</ddms:creator>


	…Continued:  Table C6.T3.2.  (creator Category Examples)

	HTML
	<meta name=”creator.entityType” content=”person”>

<meta name=”creator.classification” content=”U”>

<meta name=”creator.ownerProducer” content=”USA”>
<meta name=”creator.pocType” content=”DoD-Dist-B”>
<meta name=”creator.name” content=”John Q.”>

<meta name=”creator.surname” content=”Jones”>

<meta name=”creator.phone” content=”222-222-2222”>

<meta name=”creator.email” content=”jq.jones@someagency.mil”>
<meta name=”creator.userid” content=”12345678”>

<meta name=”creator.affiliation” content=”U.S.Army”>


	Table C6.T5. publisher Category / Element XE "publisher" 

	Metadata Category Description
	This category is used to tag the identification of the entity responsible for releasing the data asset—the entity primarily responsible for the intellectual content of the product.  It is intended that this category apply whenever applicable to an organization, as opposed to a person.

	Obligation
	Mandatory to have at least one of the creator, publisher, contributor, or pointOfContact in ddms:resource.  Mandatory to have at least one publisher in metacardInfo.

	Modification Date
	2011-09-22

	Source or Related Reference
	DCMI: publisher, v. 004 

IC MSP v. 2.0: Publisher

	Comment
	This category consists of one element.  Typically, the name of a publisher should be used to indicate the organization, agency, or domain responsible for the resource. 
There is no maximum number of publisher elements in a DDMS:resource, where it indicates the publisher of a described data asset.  DDMS:resource can optionally include one or more publisher elements when other creator, contributor, or pointOfContact elements exist.
DDMS:metacardInfo must include one or more publisher elements where it indicates the publisher of a metadata card.  Each publisher element can have one element of person, organization, service, or unknown.
publisher may be marked according to CAPCO guidelines, the IC ISM Data Dictionary and the IC ISM Schema Guide.  The Business Logic for applying security markings is found in the IC ISM Schema Guide.


	Table C6.T5.13. publisher Category Elements

	Name
	Definition
	Obligation
	Comment

	publisher
	Contains person, organization, Web Service data, or unknown for an Entity that is a publisher.  See Tables C6.T7, C6.T8, C6.T9, and C6.T10.
	Mandatory to have at least one of the creator, publisher, contributor, or pointOfContact in ddms:resource.
Mandatory to have at least one publisher in DDMS:metacardInfo.
	Specifies the relationship of being a publisher.  The data contained by the publisher element in DDMS:resource describes an entity that is a publisher of a described data asset.
DDMS:metacardInfo must include one or more publisher elements where it indicates the publisher of a metadata card.
If the publisher category is used then it must contain a person, organization, or Web Service.
publisher may be marked according to CAPCO guidelines, the IC ISM Data Dictionary and the IC ISM Schema Guide.
There is no maximum number of publisher elements in a DDMS:resource or DDMS:metacardInfo.

At least one of creator, contributor, publisher, or pointOfContact must be present in ddms:resource.


	pocType XE "pocType:publisher" 
	An attribute of creator that indicates that the element specifies a point-of-contact (POC) and the methods with which to contact that individual.  
	Optional
	As certain POCs are required for different reasons (ICD-710 compliance, DoD Distribution statements, etc), the values for this attribute specify the reason(s) why the POC is provided.  A recommended set of values, required for use in the IC, is found in the IC ISM Controlled Value Enumeration:  CVEnumISMPocType.xml


	Table C6.T5.14. publisher Category Examples

	Text
	publisher EntityType: person
publisher classification: U

publisher ownerProducer: USA
publisher pocType: DoD-Dist-B
name:  John Q.
surname:  Jones

phone:  222-222-2222

email:  jq.jones@someagency.mil
userID:  12345678

affiliation:  U.S. Army

	XML
	<ddms:publisher ICISM:classification=”U” ICISM:ownerProducer=”USA” ICISM:pocType=”DoD-Dist-B”>

<ddms:person>



<ddms:name>John Q.</ddms:name>


<ddms:surname>Jones</ddms:surname>


<ddms:phone>222-222-2222</ddms:phone>


<ddms:email>jq.jones@someagency.mil</ddms:email>
<ddms:userID>12345678</ddms:userID>
<ddms:affiliation>U.S. Army</ddms:affiliation>

</ddms:person>

</ddms:publisher>

	HTML
	<meta name=”publisher.entityType” content=”person”>

<meta name=”publisher.classification” content=”U”>

<meta name=”publisher.ownerProducer” content=”USA”>
<meta name=”publisher.pocType” content=”DoD-Dist-B”>
<meta name=”publisher.name” content=”John Q.”>

<meta name=”publisher.surname” content=”Jones”>

<meta name=”publisher.phone” content=”222-222-2222”>

<meta name=”publisher.email” content=”jq.jones@someagency.mil”>
<meta name=”publisher.userid” content=”12345678”>

<meta name=”publisher.affiliation” content=”U.S.Army”>


	Table C6.T6.  contributor Category / Element XE "contributor" 

	Metadata Category Description
	Information about an organization, person, or entity, which contributed intellectual content to a resource, other than the publishing organization.

	Obligation
	Mandatory to have at least one of the creator, publisher, contributor, or pointOfContact in DDMS:resource.  Optional to have one or more contributor elements in DDMS:metacardInfo.

	Modification Date
	2011-09-22

	Source or Related Reference
	DCMI:  contributor, v. 004

IC MSP v. 2.0: Contributor

	Comment
	This category consists of one element.  Examples of a contributor include a person, an organization, an entity, a service, or unknown.  
There is no maximum number of contributor elements in a DDMS:resource, where it indicates a contributor to a described data asset.  The resource can optionally include one or more contributor elements when other creator, publisher, or pointOfContact elements exist.   
DDMS:metacardInfo can optionally include one or more contributor elements where it indicates a contributor to a metadata card.  

Each creator element can have one element of person, organization, service, or unknown.

contributor may be marked according to CAPCO guidelines, the IC ISM Data Dictionary and the IC ISM Schema Guide.  The Business Logic for applying security markings is found in the IC ISM Schema Guide.


	Table C6.T6.15. contributor Category Elements

	Name
	Definition
	Obligation
	Comment

	contributor XE "contributor" 
	Contains person, organization, Web Service data, or unknown for an Entity that is a Contributor.  See Tables C6.T7, C6.T8, C6.T9, and C6.T10.
	Mandatory to have at least one of creator, publisher, contributor, or pointOfContact;

Optional in DDMS:metacardInfo
	Specifies the relationship of being a contributor.  The data contained by the contributor element in DDMS:resource describes an entity that is a contributor to the described data asset.
DDMS:metacardInfo can optionally include one or more contributor elements where it indicates a contributor to a metadata card.
If the contributor category is used then it must contain a person, organization, or Web Service.
contributor may be marked according to CAPCO guidelines, the IC ISM Data Dictionary and the IC ISM Schema Guide.
There is no maximum number of contributor elements in a resource.

At least one of creator, contributor, publisher, or pointOfContact must be present.

	pocType XE "pocType:contributor" 
	An attribute of creator that indicates that the element specifies a point-of-contact (POC) and the methods with which to contact that individual.  
	Optional
	As certain POCs are required for different reasons (ICD-710 compliance, DoD Distribution statements, etc), the values for this attribute specify the reason(s) why the POC is provided.  A recommended set of values, required for use in the IC, is found in the IC ISM Controlled Value Enumeration:  CVEnumISMPocType.xml


	Table C6.T6.16. contributor Category Examples

	Text
	contributor EntityType: person
contributor classification: U

contributor ownerProducer: USA
contributor pocType: DoD-Dist-B
name:  John Q.

surname:  Jones

phone:  222-222-2222

email:  jq.jones@someagency.mil
userID:  12345678

affiliation:  U.S. Army

	XML
	<ddms:contributor ICISM:classification=”U” ICISM:ownerProducer=”USA” ICISM:pocType=”DoD-Dist-B”>

<ddms:person>



<ddms:name>John Q.</ddms:name>


<ddms:surname>Jones</ddms:surname>


<ddms:phone>222-222-2222</ddms:phone>


<ddms:email>jq.jones@someagency.mil</ddms:email>


<ddms:userID>12345678</ddms:userID>
<ddms:affiliation>U.S. Army</ddms:affiliation>



</ddms:person>

</ddms:contributor>

	HTML
	<meta name=”contributor.entityType” content=”person”>

<meta name=”contributor.classification” content=”U”>

<meta name=”contributor.ownerProducer” content=”USA”
<meta name=”contributor.pocType” content=”DoD-Dist-B”>
<meta name=”contributor.name” content=”John Q.”>

<meta name=”contributor.surname” content=”Jones”>

<meta name=”contributor.phone” content=”222-222-2222”>

<meta name=”contributor.email” content=”jq.jones@someagency.mil”>
<meta name=”contributor.userid” content=”12345678”>

<meta name=”contributor.affiliation” content=”U.S.Army”>


	Table C6.T7.  pointOfContact Category / Element XE "pointOfContact" 

	Metadata Category Description
	Information about an organization, person, or other entity associated with a resource, other than the creating or publishing organization.

	Obligation
	Mandatory to have at least one of the creator, publisher, contributor, or pointOfContact

	Modification Date
	2011-09-22

	Source or Related Reference
	IC MSP v. 2.0:  POCInfo

	Comment
	This category consists of one element.  When a point of contact is a service or an organization, and not an individual, it is expected that the contact authority (person or organization) for the resource will be listed. 

There is no maximum number of pointOfContact elements in a DDMS:resource, where it indicates a POC for of a described data asset.  DDMS:resource can optionally include one or more pointOfContact elements when other creator, publisher, or contributor elements exist.   Each pointOfContact element can have one element of person, organization, service, or unknown.
DDMS:metacardInfo can optionally include one or more pointOfContact elements where it indicates a point of contact of a metadata card.  
pointOfContact may be marked according to CAPCO guidelines, the IC ISM Data Dictionary and the IC ISM Schema Guide.  The Business Logic for applying security markings is found in the IC ISM Schema Guide.


	Table C6.T7.17. pointOfContact Category Elements

	Name
	Definition
	Obligation
	Comment

	pointOfContact
	Contains person, organization, Web Service data, or unknown for an Entity that is a Point of Contact.  See Tables C6.T7, C6.T8, C6.T9, and C6.T10.
	Mandatory to have at least one of the creator, publisher, contributor, or pointOfContact
Optional in DDMS:metacardInfo
	Specifies the relationship of being a point of contact.  The data contained by the pointOfContact element in DDMS:resource describes an entity that is a point of contact for the described data asset.
DDMS:metacardInfo can optionally include one or more pointOfContact elements where it describes an entity that is a point of contact for the metadata card.
pointOfContact may be marked according to CAPCO guidelines, the IC ISM Data Dictionary and the IC ISM Schema Guide.
There is no maximum number of pointOfContact elements in a resource.

At least one of the creator, contributor, publisher, or pointOfContact must be present in ddms:resource.

	pocType XE "pocType" 
	An attribute of creator that indicates that the element specifies a point-of-contact (POC) and the methods with which to contact that individual.  
	Optional
	As certain POCs are required for different reasons (ICD-710 compliance, DoD Distribution statements, etc), the values for this attribute specify the reason(s) why the POC is provided.  A recommended set of values, required for use in the IC, is found in the IC ISM Controlled Value Enumeration:  CVEnumISMPocType.xml


	Table C6.T7.18. pointOfContact Category Examples

	Text
	pointOfContact EntityType: person
pocType:  DoD-Dist-B
name:  John Q.

surname:  Jones

phone:  222-222-2222

email:  jq.jones@someagency.mil
userID:  12345678

affiliation:  U.S. Army

	XML
	<ddms:pointOfContact ICISM:pocType=”DoD-Dist-B”>

<ddms:person>


<ddms:name>John Q.</ddms:name>


<ddms:surname>Jones</ddms:surname>


<ddms:phone>222-222-2222</ddms:phone>


<ddms:email>jq.jones@someagency.mil</ddms:email>
<ddms:userID>12345678</ddms:userID>
<ddms:affiliation>U.S. Army</ddms:affiliation>





</ddms:person>

</ddms:pointOfContact>

	HTML
	<meta name=”pointOfContact.entityType” content=”person”>

<meta name=”pointOfContact.pocType” content=”DoD-Dist-B”>

<meta name=”pointOfContact.name” content=”John Q.”>

<meta name=”pointOfContact.surname” content=”Jones”>

<meta name=”pointOfContact.phone” content=”222-222-2222”>

<meta name=”pointOfContact.email” content=”jq.jones@someagency.mil”>
<meta name=”pointOfContact.userid” content=”12345678”>

<meta name=”pointOfContact.affiliation” content=”U.S.Army”>


	Table C6.T8. person Element XE "person" 

	Metadata Category Description
	Information about a person.

	Obligation
	The obligation is derived from the invoking element.  If a creator, publisher, web service, or contributor is present and that element has a value of person than the person element is required and the obligations of the elements in Table C6.T7.1 apply.

	Modification Date
	2011-09-22

	Source or Related Reference
	DCMI:  contributor, v. 004

DCMI: publisher, v. 004

DCMI:  creator, v. 004

IC MSP v. 1.0a: Contributor

IC MSP v. 1.0a: Publisher

IC MSP v. 1.0a:  AuthorInfo

	Comment
	person is an entity that may fulfill the role of a creator, publisher or contributor.


	Table C6.T8.19. person Elements

	Name
	Definition
	Obligation
	Comment

	person
	An Element that contains identification and contact information about a person.
	Conditional: mandatory if creator, publisher, contributor, or pointOfContact contains person
	

	name XE "name: person " 
	An Element within person that contains a name given to a person at birth or baptism, in addition to a surname.
	Conditional: mandatory if unknown is used
	Example:  “John Q”, in “John Q. Doe.”.  There is no maximum number of name elements.

	surname XE "surname:person" 
	An Element within person that contains a name shared in common to identify members of a family; also called “last name.”
	Conditional: mandatory if person is used
	This value must contain a complete last name, and cannot be an initial.  Example:  “Doe,” in “John Q. Doe.”  There must be only one surname element.

	phone  XE "phone:person" 
	An Element within person that contains a telephone number.
	Optional
	This value must include country code and area code, when applicable.  There is no maximum number of phone elements.

	email XE "email:person" 
	An Element within person that contains an address for electronic mail
	Optional
	There is no maximum number of email elements.

	userID XE "userID:person" 
	An Element within person that contains a unique identifier applied by a community or organization to an author, coauthor, POC, tasking requester or addressee.  
	Optional
	If used, there can be only one userID element.

	affiliation XE "affiliation:person" 
	An Element within person that contains the identification of an organization or community with which an individual has an affiliation.
	Optional
	This could be an abbreviation for a community or organization.  If used, there can be only one affiliation element.


	Table C6.T8.20. person Element Examples

	Text
	Creator:  person
Creator classification: U

Creator ownerProducer: USA

name:  John Q.

surname:  Jones

phone:  222-222-2222

email:  jq.jones@someagency.mil
userID:  12345678

affiliation:  U.S. Army

	XML
	<ddms:creator ICISM:classification=”U” ICISM:ownerProducer=”USA”>


<ddms:person>


<ddms:name>John Q.</ddms:name>


<ddms:surname>Jones</ddms:surname>


<ddms:phone>222-222-2222</ddms:phone>


<ddms:email>jq.jones@someagency.mil</ddms:email>
<ddms:userID>12345678</ddms:userID>
<ddms:affiliation>U.S. Army</ddms:affiliation>





</ddms:person>
</ddms:creator>

	HTML
	<meta name=”creator.classification” content=”U”>

<meta name=”creator.ownerProducer” content=”USA”>

<meta name=”creator.entityType” content=”person”>

<meta name=”creator.name” content=”John Q.”>

<meta name=”creator.surname” content=”Jones”>

<meta name=”creator.phone” content=”222-222-2222”>

<meta name=”creator.email” content=”jq.jones@someagency.mil”>
<meta name=”creator.userid” content=”12345678”>

<meta name=”creator.affiliation” content=”U.S.Army”>


	Table C6.T9. organization Element XE "organization" 

	Metadata Category Description
	Information about an organization.

	Obligation
	The obligation is derived from the invoking element.  If a creator, publisher, web service, or contributor is present and that element has a value of organization then the organization element is required and the obligations of the elements in Table C6.T8.1 apply.

	Modification Date
	2011-09-22

	Source or Related Reference
	DCMI: contributor, v. 004

DCMI: publisher, v. 004

DCMI: creator, v. 004

IC MSP v. 1.0a: Contributor

IC MSP v. 1.0a: Publisher

IC MSP v. 1.0a:  AuthorInfo

	Comment
	organization is an entity that may fulfill the role of a creator, publisher, or contributor.


	Table C6.T9.21. organization Elements

	Name
	Definition
	Obligation
	Comment

	organization
	An Element that contains identification and contact information about an organization, specifically related to an information resource.
	Conditional: mandatory if creator, publisher, contributor, or pointOfContact contains organization
	

	name XE "name: organization" 
	An Element within organization that contains the name of the organization.
	Conditional: mandatory if organization is used
	There is no maximum number of name elements.

	phone  XE "phone: organization" 
	An Element within organization that contains a telephone number.
	Optional
	A telephone number at which the organization can be contacted.  There is no maximum number of phone elements.

	email  XE "email: organization" 
	An Element within organization that contains an address for electronic mail.
	Optional
	There is no maximum number of email elements.

	subOrganization XE "subOrganization" 
	An Element within organization that contains a further refinement of the organization.
	Optional
	There is no maximum number of subOrganization elements.

	acronym XE "acronym" 
	An attribute of organization that contains the acronym of the organization if there is an acronym.
	Optional
	Where there is only an acronym for an organization populate both the name element and acronym attribute with that acronym.


	Table C6.T9.22. organization Element Examples

	Text
	Publisher:  organization
Publisher classification: U

Publisher ownerProducer: USA

Name:  U.S. Department of the Army

Phone Number:  222-222-2222

Email:  somecontact@army.mil

	XML
	<ddms:publisher ICISM:classification=”U” ICISM:ownerProducer=”USA”>


<ddms:organization>


<ddms:name>U.S. Department of the Army</ddms:name>


<ddms:phone>222-222-2222</ddms:phone>


<ddms:email>somecontact@army.mil</ddms:email>

</ddms:organization>

</ddms:publisher>

	HTML
	<meta name=”publisher.classification” content=”U”>

<meta name=”publisher.ownerProducer” content=”USA”>

<meta name=”publisher.entityType” content=”organization”>

<meta name=”publisher.name” content=”U.S. Department of the Army”>

<meta name=”publisher.phone” content=”222-222-2222”>

<meta name=”publisher.email” content=”somecontact@army.mil”>


	Table C6.T10. service Element XE "service" 

	Metadata Category Description
	Information about a Web service.

	Obligation
	The obligation is derived from the invoking element.  If a creator, publisher, web service, or contributor is present and that element has a value of service (meaning Web Service) then the service element is required and the obligations of the elements in Table C6.T9.1 apply.

	Modification Date
	2011-09-22

	Source or Related Reference
	DCMI: contributor, v. 004

DCMI: publisher, v. 004

DCMI: creator, v. 004

IC MSP v. 1.0a: Contributor

IC MSP v. 1.0a: Publisher

IC MSP v. 1.0a:  AuthorInfo

	Comment
	service is an entity that may fulfill the role of a creator, publisher, or contributor.


	Table C6.T10.23. service Elements

	Name
	Definition
	Obligation
	Comment

	service
	An element that contains identification and contact information for an information service.
	Conditional: mandatory if creator, publisher, contributor, or pointOfContact contains service
	

	name XE "name:service " 
	An Element within service that contains the name of the Web service.
	Conditional: mandatory if service is used
	This name might be the namespace-qualified name of the Web service.  There is no maximum number of name elements.

	phone  XE "phone:service" 
	An Element within service that contains a telephone number.
	Optional
	A telephone number at which the responsible provider for a Web Service can be contacted.  There is no maximum number of phone elements.

	email  XE "email:service " 
	An Element within service that contains an address for electronic mail.
	Optional
	An email address at which the responsible provider for a Web Service can be contacted.  There is no maximum number of email elements.


	Table C6.T10.24. service Element Examples

	Text
	Contributor classification: U

Contributor ownerProducer: USA

Contributor:  service
name:  http://www.xignite.com/xCurrencies.asmx

phone:  222-222-2222

email:  somecontact@xignite.com

	XML
	<ddms:contributor ICISM:classification=”U” ICISM:ownerProducer=”USA”>


<ddms:service>


<ddms:name> http://www.xignite.com/xCurrencies.asm </ddms:name>


<ddms:phone>222-222-2222</ddms:phone>


<ddms:email>somecontact@xignite.com</ddms:email>


</ddms:service>

</ddms:contributor>

	HTML
	<meta name=”contributor.classification” content=”U”>

<meta name=”contributor.ownerProducer” content=”USA”>

<meta name=”contributor.entityType” content=”Web Service”>

<meta name=”contributor.name” content=” http://www.xignite.com/xCurrencies.asmx”>

<meta name=”contributor.phone” content=”222-222-2222”>

<meta name=”contributor.email” content=”somecontact@xignite.com”>


	Table C6.T11. unknown Element XE "unknown" 

	Metadata Category Description
	Information about a contributor whose entity construct is unknown.  Mainly provided where it is indiscernible if the creator/publisher/contributor/pointOfContact is either a person, organization or a web service.

	Obligation
	The obligation is derived from the invoking element.  If a creator, publisher, web service, or contributor is present and that element has a value of unknown then the unknown element is required and the obligations of the elements in Table C6.T10.1apply.

	Modification Date
	2011-09-22

	Source or Related Reference
	DDMS CR 2009-09

	Comment
	unknown is an entity that may fulfill the role of a creator, publisher, contributor, or pointOfContact.


	Table C6.T11.25. unknown Elements

	Name
	Definition
	Obligation
	Comment

	unknown
	An Element that contains any known identification and contact information for an entity involved in an information resource that does not fit into the other available classifications.
	Conditional: mandatory if creator, publisher, contributor, or pointOfContact contains unknown
	

	name XE "name:unknown” 
	An element within unknown that provides the name of the entity.
	Conditional: mandatory if unknown is used
	This is the name given to the entity.  There is no maximum number of name elements.

	phone  XE "phone:unknown" 
	An element within unknown that provides a telephone number.
	Optional
	A telephone number at which the responsible provider can be contacted.  There is no maximum number of phone elements.

	email XE "email:unknown " 
	An element within unknown that provides an address for electronic mail.
	Optional
	An email address at which the responsible provider can be contacted.  There is no maximum number of email elements.


	Table C6.T11.26. unknown Element Examples

	Text
	Contributor classification: U

Contributor ownerProducer: USA

Contributor EntityType:  unknown
name:  DON CIO
phone:  222-222-2222

email:  DON_CIO@usn.mil

	XML
	<ddms:contributor ICISM:classification=”U” ICISM:ownerProducer=”USA”>


<ddms:unknown>



<ddms:name> DON CIO </ddms:name>


<ddms:phone>222-222-2222</ddms:phone>


<ddms:email>DON_CIO@usn.mil</ddms:email>


</ddms:unknown>

</ddms:contributor>

	HTML
	<meta name=”contributor.classification” content=”U”>

<meta name=”contributor.ownerProducer” content=”USA”>

<meta name=”contributor.entityType” content=”unknown”>

<meta name=”contributor.name” content=”DON CIO”>

<meta name=”contributor.phone” content=”222-222-2222”>

<meta name=”contributor.email” content=”DON-CIO@usn.mil”>


	Table C6.T12. dates Category / Element  XE "dates" 

	Metadata Category Description
	Calendar dates associated with events in the life cycle of the resource.

	Obligation
	Optional

	Modification Date
	2011-09-22

	Source or Related Reference
	ICCM v.1.0:  date 

DCMI:  date, v. 004

IC MSP v. 1.0a:  Date

	Comment
	An optional dates element in DDMS:resource provides dates associated with a described data asset.

A mandatory dates element in DDMS:metacardInfo provides dates associated with a metadata card.

Recommended practice is that date be specified in one of the following formats:

YYYY
YYYY-MM
YYYY-MM-DD
YYYY-MM-DDThhTZD
YYYY-MM-DDThh:mmTZD
YYYY-MM-DDThh:mm.ssTZD
YYYY-MM-DDThh:mm:ss.sTZD

Where:

YYYY
0000 through current year
MM
01 through 12  (month)
DD
01 through 31  (day)
hh
00 through 24  (hour)
mm
00 through 59  (minute)
ss
00 through 60  (second)
.s
.0 through 999 (fractional second)
TZD  = time zone designator (Z or +hh:mm or -hh:mm)

This profile suggests two ways of handling time zone offsets:

   1. Times are expressed in UTC (Coordinated Universal Time), with a special UTC designator (“Z”).

   2. Times are expressed in local time, together with a time zone offset in hours and minutes. A time zone offset of “+hh:mm” indicates that the date/time uses a local time zone which is “hh” hours and “mm” minutes ahead of UTC. A time zone offset of “-hh:mm” indicates that the date/time uses a local time zone which is “hh” hours and “mm” minutes behind UTC.

The values “Unknown” and “Not Applicable” are also supported values for the date category elements.

When optionally used, there can only be one dates element, which can contain any or all of the attributes listed in Table C6.T11.1


	Table C6.T12.27. dates Element and Attributes

	Name
	Definition
	Obligation
	Comment

	dates
	An element that provides date related information for the information resource being described.
	Mandatory in DDMS:metacardInfo

Optional in DDMS:resource
	There can only be one dates element in DDMS:resource (optional).

There must be one dates element in DDMS:metacardInfo.

	created XE "created" 
	An attribute of dates that provides the date of creation of the resource
	Optional
	

	posted XE "posted" 
	An attribute of dates that provides the date a product is posted to a shared network or system.
	Optional
	

	validTil XE "validTil" 
	An attribute of dates that provides the date that a product should be removed from a registry, index, or catalog
	Optional
	

	infoCutOff XE "infoCutOff" 
	An attribute of dates that provides the cutoff date of information in a product.  This is commonly referred to as Information Cutoff Date (ICOD).  It is the date of last input.
	Optional
	

	approvedOn XE "approvedOn" 
	An attribute of dates that provides the date on which the resource was approved for publishing or posting.
	Optional
	

	receivedOn XE "receivedOn" 
	An attribute of dates that provides the date on which a product was received by an ingestion system from an external source.
	Optional
	

	acquiredOn XE "acquiredOn" 
	An optional, repeatable element of dates that provides an approximable date on which information in a product was acquired.
	Optional
	

	description XE "description:ApproximableDateType" 
	An optional element of an ApproximableDateType (e.g. acquiredOn) that allows for a text description of the approximable date.
	Optional
	Use of only this element in an ApproximableDateType does not provide any assurance of searchability.  To ensure that a DDMS record can be searched for by date, use searchableDate.

	approximableDate XE "approximableDate" 
	An optional element of an ApproximableDateType (e.g. acquiredOn) that allows a given date to be modified by approximation vocabulary.
	Optional
	Use of only this element in an ApproximableDateType does not provide any assurance of searchability.  To ensure that a DDMS record can be searched for by date, use searchableDate.

	approximation XE "approximation" 
	An optional attribute of approximableDate that describes an approximation of the date in approximableDate using a specific vocabulary.
	Optional
	Allowable values are:

· 1st qtr
· 2nd qtr
· 3rd qtr
· 4th qtr
· circa
· early
· mid
· late

	searchableDate XE "searchableDate" 
	An optional element of an ApproximableDateType (e.g. acquiredOn) that allows a range of dates to be specified, covering the approximate time being described.
	Optional
	

	start XE "start:searchableDate" 
	Required element of searchableDate.  The first date of a range describing an approximable date.
	Conditional: Required if searchableDate is present.
	

	end XE "end:searchableDate" 
	Required element of searchableDate.  The last date of a range describing an approximable date.
	Conditional: Required if searchableDate is present.
	


	Table C6.T12.28. dates Category Examples

	Text
	created:  2003-02-17

posted:   2003-02-17

validTil:  2003-02-17

infoCutOff:  2001-10-31T17:00:00-05:00
approvedOn: 2003-02-17

receivedOn: 2003-02-17

	XML
	<ddms:dates ddms:posted="2003-02-17" 
ddms:created="2003-02-17" 
ddms:validTil="2003-02-17" 
ddms:infoCutOff="2001-10-31T17:00:00-05:00" 
ddms:approvedOn="2003-02-17" 
ddms:receivedOn="2003-02-17">
<ddms:acquiredOn>

   <ddms:approximableDate approximation=”early”>2002</ddms:approximableDate>

   <ddms:searchableDate>

      <ddms:start>2002-01-14</ddms:start>

      <ddms:end>2002-04-30</ddms:end>

   </ddms:searchableDate>

</ddms:acquiredOn>

<ddms:acquiredOn>

   <ddms:description>Walpurgisnacht of 2001</ddms:description>

</ddms:acquiredOn>

</ddms:dates>

	HTML
	<meta name=”dates.created” content=”2003-02-17”>

<meta name=”dates.posted” content=”2003-02-17”>

<meta name=”dates.validtil” content=”2003-02-17”>

<meta name=”dates.infocutoff” content=”2001-10-31T17:00:00-05:00”>
<meta name=”dates.approvedOn” content=”2003-02-17”>

<meta name=”dates.receivedOn” content=”2003-02-17”>


	Table C6.T13. rights Category / Element XE "rights" 

	Metadata Category Description
	Information about rights held in and over the resource.  The category includes one element, rights.

	Obligation
	Optional

	Modification Date
	2003-05-16

	Source or Related Reference
	DCMI: rights, v. 004

IC MSP v. 1.0a: Rights

	Comment
	While copyright is considered a type of intellectual property right, in this instance copyright is broken out separately, and intellectual property rights will be used to indicate all other intellectual rights other than copyrights.


	Table C6.T13.29. rights Element and Attributes

	Name
	Definition
	Obligation
	Comment

	rights XE "rights" 
	An element containing information about rights held in and over the resource.
	Optional
	Typically, a rights element will contain a rights management statement for the resource, or reference a service providing such information.

	privacyAct XE "privacyAct" 
	An attribute of rights that holds an indicator that this product is categorized as containing personal information subject to protection by the Privacy Act.
	Optional
	A true/false value used to specify applicability of the rights.  The default is “false”.  

	intellectualProperty XE "intellectualProperty" 
	An attribute of rights that holds an indicator identifying products under protection against reproduction and distribution without the express written permission of the intellectual property rights owner.
	Optional
	A true/false value used to specify applicability of the rights.  The default is “false”.

	copyright XE "copyright" 
	An attribute of rights that holds an indicator identifying products under protection against reproduction and distribution without the express written permission of the copyright owner.
	Optional
	A true/false value used to specify applicability of the rights.  The default is “false”.


	Table C6.T13.30. rights Category Examples

	Text
	privacyAct:  true
intellectualProperty: true
copyright: false

	XML
	<ddms:rights ddms:privacyAct=”true” ddms:intellectualProperty=”true” ddms:copyright=”false”/>

	HTML
	<meta name=”rights.privacy” content=”true”>

<meta name=”rights.intellectualproperty” content=”true”>

<meta name=”rights.Copy” content=”false”>


	Table C6.T14. language Category / Element XE "language" 

	Metadata Category Description
	The primary language of the intellectual content of the resource.

	Obligation
	Optional

	Modification Date
	2003-05-16

	Source or Related Reference
	DCMI: language, v. 004

IC MSP v. 1.0a: Language

	Comment
	The category includes one element, language.  The most specific in-scope language present (if any) should be specified.  The language element can be repeated as needed with no quantity limit.


	Table C6.T14.31. language Category Element and Attributes

	Name
	Definition
	Obligation
	Comment

	language
	An element that contains a primary language of the intellectual content of the resource.
	Optional
	The language element can be repeated as needed with no quantity limit.

	qualifier
	An attribute of language that holds the value that specifies the originating agency or discipline of the language vocabulary.
	Conditional:  Mandatory if the language element is used.
	Specifies the domain vocabulary of which the Language Value is a member.  ISO 639-1 and ISO 639-2, Codes for the representation of names of languages, reference 2 and 3 digit language codes.

	value
	An attribute of language that holds the identification of the content language.
	Conditional: Mandatory if the language element is used.
	Must be a valid code from the vocabulary specified in the Language Qualifier.


	Table C6.T14.32. language Category Examples

	Text
	language qualifier:  urn:iso:std:iso:639:-1:ed-1:en,fr
language value:  fr

	XML
	<ddms:language ddms:qualifier=”urn:iso:std:639:-1:ed-1:en,fr” ddms:value=”fr”/>

	HTML
	<meta name=”language.qualifier” content=”urn:iso:std:639:-1:ed-1:en,fr”>

<meta name=”language.value” content=”fr”>


	Table C6.T15. type Category / Element XE "type" 

	Metadata Category Description
	The nature, genre, or discipline of the content of the resource.

	Obligation
	Optional

	Modification Date
	2011-09-22

	Source or Related Reference
	DCMI: type, v. 004

IC CSM: IL.itype

	Comment
	This category includes one element, type.  The type element can be repeated as needed, with no upper bound.  Recommended best practice is to select a value from a controlled vocabulary (for example, the DCMI Type Vocabulary [DCMITYPE]). To describe the physical or digital manifestation of the resource, use the Format element.


	Table C6.T15.33. type Element and Attributes

	Name
	Definition
	Obligation
	Comment

	type
	An element that contains the nature, genre, or discipline of the content of the resource.
	Optional
	The type element can include a string in addition to attributes that can be used to provide additional description of the type that was entered.  The type element can be repeated as necessary.

	qualifier
	An attribute of type that specifies the source of the type vocabulary.
	Conditional:  mandatory if the type element is used.
	Specifies the domain vocabulary of which the Type Value is a member.  

	value
	An attribute of type that contains terms describing general categories, functions, genres, or aggregation levels for content.
	Conditional:  mandatory if the type element is used.
	Must be a valid code from the vocabulary specified in the Type Qualifier.


	Table C6.T15.34. type Category Examples

	Text
	Type qualifier:  http://metadata.dod.mil/mdr/ns/CES/DDMS/DC/DCMITYPE/DCMIType.owl#DCMIType
Type value:  text
Type: A critical crisis activity

	XML
	<ddms:type ddms:qualifier=”http://metadata.dod.mil/mdr/ns/CES/DDMS/DC/DCMITYPE/DCMIType.owl#DCMIType” ddms:value=”Text” />

[ALTERNATE]

<ddms:type ddms:qualifier=”http://purl.org/dc/terms/URI” ddms:value=”http://purl.org/dc/dcmitype/Text” />
[ALTERNATE]

<ddms:type ddms:qualifier="urn:us:gov:ic:activity" ddms:value="crisis" ICISM:classification="U" ICISM:ownerProducer="USA">A critical crisis activity</ddms:type>

	HTML
	<meta name=”type.qualifier” content=”http://metadata.dod.mil/mdr/ns/CES/DDMS/DC/DCMITYPE/DCMIType.owl#DCMIType”>

<meta name=”type.value” content=”text”>
<meta name=”type” content=”A critical crisis activity”>


	Table C6.T16. source Category / Element XE "source" 

	Metadata Category Description
	References to assets or resources from which the tagged data asset is derived.

	Obligation
	Optional

	Modification Date
	2004-07-01

	Source or Related Reference
	DCMI: type, v. 004

XML Data Encoding Specification for Information Security Marking Metadata Version 9

	Comment
	This category includes one element, source.  The source element can be repeated as needed, with no upper bound.  Sources may be derived partially or wholly, and it is recommended that an identifier (such as a string or number from a formal identification system) be used as a reference.
The Source element may be marked according to CAPCO guidelines, the IC ISM Data Dictionary and the IC ISM Schema Guide.  The Business Logic for applying security markings is found in the IC ISM Schema Guide.  


	Table C6.T16.35. source Category Element and attributes

	Name
	Definition
	Obligation
	Comment

	source
	An element that provides references to assets or resources from which the tagged data asset is derived.
	Optional
	The source element can be repeated as needed, with no upper bound.  The Source element may be marked according to CAPCO guidelines, the IC ISM Data Dictionary and the IC ISM Schema Guide.

	qualifier XE "qualifier:source" 
	An attribute of source that specifies a formal identification system used to reference a source.
	Optional
	Specifies the domain identification system that defines the format of Source Value.  

	value XE "value:source" 
	An attribute of source that specifies the identifier of a referenced source.
	Optional
	Source Value can be specified without listing the Source Qualifier.

	schemaQualifier XE "schemaQualifier" 
	An attribute of source that specifies the schema type used to identify the format of the resource.  
	Optional
	If a schema defines the format of the data asset, then this element should be used.  For example, if the data asset is an XML document that conforms to an XML Schema document then this element would contain the value “XSD”.  Other possible values may include RNG, WSDL, SQL, etc.

	schemaHref XE "schemaHref" 
	An attribute of source that specifies a resolvable reference to the schema for the data asset.
	Optional
	


	Table C6.T16.36. source Category Examples

	Text
	source qualifier:  http://purl.org/dc/terms/URI
source value:  http://www.xmethods.com

source schemaQualifier: WSDL

source schemaHref: http://www.xmethods.net/sd/2001/TemperatureService.wsdl

	XML
	<ddms:source 


ddms:qualifier=”http://purl.org/dc/terms/URI”

ddms:value=”http://www.xmethods.com”

ddms:schemaQualifier=”WSDL”

ddms:schemaHref=”http://www.xmethods.com?wsdl” />

	HTML
	<meta name=”source.qualifier” content=”http://purl.org/dc/terms/URI”>

<meta name=”source.value” content=”http://www.xmethods.com”>

<meta name=”source.schemaQualifier” content=”WSDL”>

<meta name=”source.schemaHref” content=”http://www.xmethods.com/sd/2001/TemperatureService.wsdl”>


	Table C6.T17. processingInfo Element XE "processingInfo" 

	Metadata Category Description
	This element provides Information on how and when metadata was added to a metadata card post-production.

	Obligation
	Optional

	Modification Date
	2011-09-22

	Source or Related Reference
	XML Data Encoding Specification for Information Security Marking Metadata Version 9

	Comment
	The processingInfo element must be marked according to CAPCO guidelines, the IC ISM Data Dictionary and the IC ISM Schema Guide.  The Business Logic for applying security markings is found in the IC ISM Schema Guide.  


	Table C6.T17.37. processingInfo Element and attributes

	Name
	Definition
	Obligation
	Comment

	processingInfo XE "processingInfo" 
	Information on how and when metadata was added to a metadata card or a described data asset post-production.
	Optional
	The number of processingInfo elements is unbounded.
processingInfo must be marked according to CAPCO guidelines, the IC ISM Data Dictionary and the IC ISM Schema Guide.  The Business Logic for applying security markings is found in the IC ISM Schema Guide.

	dateProcessed XE "dateProcessed" 
	An attribute of processingInfo that specifies the date the processing occurred.
	Conditional: required when processingInfo is used
	


	Table C6.T17.38. processingInfo Examples

	Text
	processingInfo classification: U

processingInfo ownerProducer: USA
processingInfo dateProcessed: 2011-08-19

processingInfo: XSLT Transformation to convert DDMS 2.0 to DDMS 3.1.

	XML
	<ddms:processingInfo ICISM:classification="U" 
ddms:dateProcessed="2011-08-19" 
ICISM:ownerProducer="USA">XSLT Transformation to convert DDMS 2.0 to DDMS 3.1.
</ddms:processingInfo>

	HTML
	<meta name=”processingInfo.classification” content=”U”>

<meta name=”processingInfo.ownerProducer” content=”USA”>
<meta name=”processingInfo.dateProcessed” content=”2011-08-19”>

<meta name=”processingInfo” content=” XSLT Transformation to convert DDMS 2.0 to DDMS 3.1”


	Table C6.T18. recordsManagementInfo Element XE "processingInfo" 

	Metadata Category Description
	This element contains information about record keeping and the authoring software used to produce the publication.

	Obligation
	Optional

	Modification Date
	2011-09-22

	Source or Related Reference
	This element was created to ensure record management information accompanied the resource for discovery purposes.

	Comment
	Information enabling management of the publication file and the authoring software used to produce the publication.


	Table C6.T18.39. recordsManagementInfo Elements and attributes

	Name
	Definition
	Obligation
	Comment

	recordsManagementInfo XE "recordsManagementInfo" 
	Information enabling management of the publication file and the authoring software used to produce the publication.
	Optional
	There can be at most one recordsManagementInfo element where it is used.

	vitalRecordIndicator XE "vitalRecordIndicator" 
	An attribute of recordsManagementInfo that provides an indication that a publication is categorized as a vital record by the originating agency..
	Conditional: required when recordsManagementInfo is used
	A vital record is a resource that is needed: (a) to restore an enterprise to full operation following a catastrophe, or (b) as a record that is essential to protect the legal and financial rights of the government or the individual directly affected by its activities.
vitalRecordIndicator is a Boolean value with a default value of “false”.

	recordKeeper XE "recordKeeper" 
	A child element of recordsManagementInfo that describes the administrative entity, unit, or office, responsible for the custody and ongoing management of the records during their active business use.
	Optional
	There can be at most one recordKeeper element.

	recordKeeperID XE "recordKeeperID" 
	A child element of recordKeeper that provides a unique identifier for the Record Keeper
	Conditional: required when recordKeeper is used
	

	organization XE "organization" 
	A child element of recordKeeper that describes a named organization responsible for recordkeeping the described data asset.
	Conditional: required when recordKeeper is used
	

	applicationSoftware XE "applicationSoftware" 
	A child element of recordsManagementInfo that provides the name or description of the software application(s) used to create the object or product to which this metadata applies.
	Optional
	There can be at most one applicationSoftware element.
The application should be described in sufficient detail to ensure readability, retrieval, and preservation. As a minimum, specify the application name and version, and the operating system.
applicationSoftware must be marked according to CAPCO guidelines, the IC ISM Data Dictionary and the IC ISM Schema Guide.  The Business Logic for applying security markings is found in the IC ISM Schema Guide.


	Table C6.T18.40. recordsManagementInfo Examples

	Text
	recordsManagementInfo vitalRecordIndicator:  true

recordKeeperID: #289-99202.9
organization name:  Agency Z

applicationSoftware classification: U

applicationSoftware ownerProducer: USA

applicationSoftware: IRM Generator 2L-9

	XML
	<ddms:recordsManagementInfo ddms:vitalRecordIndicator="true">

<ddms:recordKeeper>

<ddms:recordKeeperID>#289-99202.9</ddms:recordKeeperID>

<ddms:organization>

<ddms:name>Agency Z</ddms:name>

</ddms:organization>

</ddms:recordKeeper>

<ddms:applicationSoftware ICISM:classification="U" ICISM:ownerProducer="USA">IRM Generator 2L-9
</ddms:applicationSoftware>

</ddms:recordsManagementInfo>

	HTML
	<meta name=”recordsManagementInfo.vitalRecordIndicator” content=”true”>
<meta name=”recordKeeperID” content=”#289-9902-9”>

<meta name=”organization.name” content=”Agency Z”>

<meta name=”applicationSoftware.classification” content=”U”>

<meta name=”applicationSoftware.ownerProducer” content=”USA”>

<meta name=”applicationSoftware” content=”IRM Generator 2L-9”>


	Table C6.T19. revisonRecall Element XE "revisionRecall" 

	Metadata Category Description
	This element specifies methods for conveying revision and recall indicators and additional data in XML

	Obligation
	Optional

	Modification Date
	2011-09-22

	Source or Related Reference
	XML Data Encoding Specification for Information Security Marking Metadata Version 9

	Comment
	The memorandum titled Intelligence Community Standards and Procedures for Revised or Recalled Intelligence Products signed by DNI Negroponte on 5 August 2005 specified how to indicate, in a textual form, the revision or recall of a previously released document.  
The revisionRecall element must be marked according to CAPCO guidelines, the IC ISM Data Dictionary and the IC ISM Schema Guide.  The Business Logic for applying security markings is found in the IC ISM Schema Guide.  


	Table C6.T19.41. revisonRecall Elements and attributes

	Name
	Definition
	Obligation
	Comment

	revisionRecall XE "revisionRecall" 
	This element specifies methods for conveying revision and recall indicators and additional data in XML.
	Optional
	There can be at most one revisionRecall element.

revisionRecall must be marked according to CAPCO guidelines, the IC ISM Data Dictionary and the IC ISM Schema Guide.  The Business Logic for applying security markings is found in the IC ISM Schema Guide.

	revisionID XE "revisionID" 
	An attribute of revisionRecall that provides a sequential integer for the revision/ recall.  Higher numbers take precedence over lower numbers.
	Conditional: required when revisionRecall is used
	In this context, revisionID provides a sequence number about revisions to the metacard.  Higher numbers take precedence over lower numbers.

	revisionType XE "revisionType" 
	An attribute of revisionRecall that describes the reason for the revision/ recall.
	Conditional: required when revisionRecall is used
	In this context, revisionType describes the type of revision to the metacard.  This is an enumeration with allowed values of:


ADMINISTRATIVE RECALL


ADMINISTRATIVE REVISION


SUBSTANTIVE RECALL


SUBSTANTIVE REVISION

	link XE "link:revisionRecall" 
	A child element of revisionRecall that provides an xlink reference for the revisionRecall element.
	Optional
	link is an import of XLink:link and its attributes.  There can be an unbounded number of link elements under revisionRecall.  In this context, link provides an xlink reference to information supporting the revision/ recall of the metacard.

	type XE "type" 
	An attribute of link that identifies the type of XLink element the current element is functioning as.
	Conditional: required when link is used
	The value of xlink:type can be simple, extended, locator, arc, or resource.  In addition to xlink:type, the XLink specification defines several other attributes which are used in various combinations to fulfill the various functions. These attributes are: xlink:href, xlink:arcrole, xlink:role, xlink:show, xlink:actuate, xlink:title, xlink:label, xlink:from, and xlink:to.

	href
	An attribute of link that provides a hyperlink reference address for the link.
	Conditional: required when link is used
	

	role
	An attribute of link that specifies the intended property of a hyperlink.
	Optional
	xlink:role may be used to categorize a link by its role. The value of this attribute must be a uniform resource identifier (URI).

	title XE "title:link" 
	An attribute of link that provides a concise description of the target of a hyperlink in a human-readable form used to provide a plain text description of the link.
	Optional
	

	label XE "label" 
	An attribute of link that provides a way for an arc-type element to refer to a link in creating a traversal arc.
	Optional
	label is not required, but locators have no particular XLink function if they are not labeled.

	details XE "details" 
	An element of revisionRecall that provides additional information about the described revision/ recall
	Optional
	There can be an unbounded number of details elements.
details must be marked according to CAPCO guidelines, the IC ISM Data Dictionary and the IC ISM Schema Guide.  The Business Logic for applying security markings is found in the IC ISM Schema Guide.


	Table C6.T19.42. revisionRecall Examples

	Text
	revisionRecall revisionID:  1
revisionRecall classification:  U

revisionRecall revisionType:  SUBSTANTIVE REVISION

revisionRecall ownerProducer:  USA

revisionRecall: There was a arithmetic error. The base contains 100,000 troops NOT 1,000 troops

	XML
	<ddms:revisionRecall ddms:revisionID="1" 
ICISM:classification="U" 
ddms:revisionType="SUBSTANTIVE REVISION" 
ICISM:ownerProducer="USA">There was a arithmetic error. The base contains 100,000 troops NOT 1,000 troops
</ddms:revisionRecall>

	HTML
	<meta name=”revisionRecall.revisionID” content=”1”>
<meta name=”revisionRecall.classification” content=”U”>

<meta name=”revisionRecall.revisionType” content=”SUBSTANTIVE REVISION”>

<meta name=”revisionRecall.ownerProducer” content=”USA”>

<meta name=”revisionRecall” content=” There was a arithmetic error. The base contains 100,000 troops NOT 1,000 troops”>


Summary Content Category Set

	Table C6.T20. subjectCoverage Category XE "subjectCoverage" 

	Metadata Category Description
	Subject categories and/ or keyword(s) that characterize the subject matter of a resource.

	Obligation
	Mandatory

	Modification Date
	2011-09-22

	Source or Related Reference
	DCMI:  subject, v. 004

XML Data Encoding Specification for Information Security Marking Metadata Version 9

	Comment
	The subjectCoverage category consists of one subjectCoverage element, which must have at least one of either category or keyword elements, and can have an unbounded number of both category and keyword elements.  Typically, subjectCoverage will be expressed as keywords, key phrases or classification codes that describe a topic of the resource.  Recommended best practice is to select a value from a controlled vocabulary or formal classification scheme.  This may list keywords that apply to the resource, or a particular subject category, which will aid the user in understanding the genre of the content.

The subjectCoverage element can be marked according to CAPCO guidelines, the IC ISM Data Dictionary and the IC ISM Schema Guide.  The Business Logic for applying security markings is found in the IC ISM Schema Guide.


	Table C6.T20.43. subjectCoverage Category Elements and Attributes

	Name
	Definition
	Obligation
	Comment

	subjectCoverage
	The top-level element that contains categories and keywords describing a given information resource.
	Mandatory
	The subjectCoverage element can be marked according to CAPCO guidelines, the IC ISM Data Dictionary and the IC ISM Schema Guide.

	category XE "subjectCoverage:category" 
	An element under the subjectCoverage element that specifies the subject matter by a qualified entry from a controlled vocabulary.
	Conditional: mandatory to have at least one of category or keyword
	The number of category elements that can be included in the subjectCoverage element is unbounded.  When there are more than one category element the additional category entries must occur before any keyword elements.

	qualifier XE "qualifier:category" 
	An attribute of the category element.  A category qualifier specifies the source of the vocabulary for the category.
	Optional
	Specifies the domain vocabulary of which the Category Code is a member.

	code XE "code:category:subjectCoverage" 
	An attribute of the category element.  The machine readable description of a concept represented within the scope of the category qualifier.
	Optional
	

	label XE "label" 
	An attribute of the category element.  The human readable representation of the concept that corresponds to the category qualifier and the category code, if they exist.
	Conditional: mandatory when the category element is included
	

	Category attribute extensions
	The category element allows for the definition of additional attributes as extensions of the DDMS definition.
	Optional
	The category allows extendible attributes for systems that keep track of metadata such as confidence level and relevance

	keyword XE "keyword" 
	An element under the subjectCoverage element which is a natural Language indication of the resource’s subject matter.
	Conditional: At least one of category or keyword 
	The number of keyword elements that can be included in the subjectCoverage element is unbounded.  When there are more than one category element the additional category entries must occur before any keyword elements.

	value
	value is an attribute of the keyword element.  An important word or concept that is addressed in the resource.
	Mandatory when the keyword element is included
	Each keyword element requires a value.

	Keyword attribute extensions
	The keyword element allows for the definition of additional attributes as extensions of the DDMS definition.
	Optional
	The keyword allows extendible attributes for systems that keep track of metadata such as confidence level and relevance.

	productionMetric XE "subjectCoverage:productionMetric" 
	A categorization scheme whose values and use are defined by DDNI-A.
	Optional
	The number of productionMetric elements that can be included in the subjectCoverage element is unbounded.  The productionMetric element must be marked according to CAPCO guidelines, the IC ISM Data Dictionary and the IC ISM Schema Guide.

	subject XE "subject" 
	An attribute of productionMetric  that holds a method of categorizing the subject of a document in a fashion understandable by DDNI-A.
	Mandatory when the productionMetric element is included
	

	coverage XE "coverage" 
	An attribute of productionMetric that holds a method of categorizing the coverage of a document in a fashion understandable by DDNI-A
	Mandatory when the productionMetric element is included
	

	nonStateActor XE "subjectCoverage:nonStateActor" 
	Non-state actors that are within the scope of coverage for the described item.
	Optional
	The number of nonStateActor elements that can be included in the subjectCoverage element is unbounded.  The nonStateActor element must be marked according to CAPCO guidelines, the IC ISM Data Dictionary and the IC ISM Schema Guide.

	qualifier XE "qualifier:nonStateActor" 
	An attribute of the nonStateActor element, qualifier specifies the source of the vocabulary for the nonStateActor.
	Optional
	Specifies the domain vocabulary of which the nonStateActor is a member.

	order XE "order" 
	An attribute of nonStateActor that specifies a user-defined order of an element within the given document. All elements in the document which specify the order attribute should be interpreted as entries in a single, ordered list even though they may appear on different elements. Values must be sequential, starting at 1, and may not contain duplicates.
	Optional
	Order is an integer.  Values must be sequential, starting at 1, and may not contain duplicates.


	Table C6.T20.44. subjectCoverage Category Examples

	Text
	keyword:  Tornado

[ALTERNATE]

<!—The following URL is not valid and will not return an XML file.  It is provided as a style guide only. (
category qualifier: http://metadata.dod.mil/mdr/artifact/MET/severeWeatherCode_enum.xml
category code: T

category label: TORNADO
[ALTERNATE]

category qualifier: http://metadata.dod.mil/mdr/artifact/MET/severeWeatherCode_enum.xml
category code: T

category label: TORNADO

keyword value: Tornado

keyword value: Cyclone

productionMetric classification: U

productionMetric ownerProducer: USA

productionMetric subject: WEATHER

productionMetric coverage: AFG

	XML
	<ddms:subjectCoverage>


<ddms:keyword ddms:value=”Tornado” /> 

</ddms:subjectCoverage>

[ALTERNATE]

<!-- The following URL is not valid and will not return an XML file.  It is provided as a style guide only. -->
<ddms:subjectCoverage ICISM:classification=”U” ownerProducer=”USA”>


<ddms:category 



ddms:qualifier=”http://metadata.dod.mil/mdr/artifact/MET/severeWeatherCode_enum.xml”


ddms:code=”T”


ddms:label=”TORNADO”/>

</ddms:subjectCoverage>
[ALTERNATE]

<ddms:subjectCoverage>


<ddms:category 
ddms:qualifier=http://metadata.dod.mil/mdr/artifact/MET/severeWeatherCode_enum.xml
ddms:code="T" 
ddms:label="TORNADO"/>


<ddms:keyword ddms:value="Tornado"/>


<ddms:keyword ddms:value="Cyclone"/>


<ddms:productionMetric ICISM:classification="U" ICISM:ownerProducer="USA" ddms:subject="WEATHER" ddms:coverage="AFG"/>
<ddms:subjectCoverage>

	HTML
	<meta name=”subjectCoverage.keyword” content=”TORNADO”>

[ALTERNATE]

<meta name=”subjectCoverage.category.qualifier” content=” http://metadata.dod.mil/mdr/artifiact/MET/severeWeatherCode_enum/xml” >

<meta name=”subjectCoverage.category.code” content=”T”>

<meta name=”subjectCoverage.category.label” content=”TORNADO”
[ALTERNATE]

<meta name=”subjectCoverage.category.qualifier” content=”http://metadata.dod.mil/mdr/artifact/MET/severeWeatherCode_enum.xml”>

<meta name=”subjectCoverage.category.code” content=”T”>

<meta name=”subjectCoverage.category.label” content=TORNADO””>

<meta name=”keyword.value” content=”Tornado”>

<meta name=”keyword.value” content=”Cyclone”>

<meta name=”productionMetric.classification” content=”U”>

<meta name=”productionMetric.ownerProducer” content=”USA”>

<meta name=”productionMetric.subject” content=”WEATHER”>

<meta name=”productionMetric.coverage” content=”AFG”>


	Table C6.T21. geospatialCoverage Category  XE "geospatialCoverage" 

	Metadata Category Description
	Geographic place names or coordinates that relate to the resource, such as a jurisdiction, point, area, or volume on land, in space, or at sea.

	Obligation
	Mandatory Unless Not Applicable

	Modification Date
	2011-09-22

	Source or Related Reference
	DCMI:  spatial, v. 002

IC MSP v. 1.0a:  Geospatial

ISO 19115:2003

MARC 342 – Geospatial Reference Data
XML Data Encoding Specification for Information Security Marking Metadata Version 9


The intent of Geospatial Coverage is to provide logically and semantically consistent information.  Flexibility in the specification does not absolve end users using Geospatial Coverage from expressing information in a meaningful manner.  Users should ensure that combinations of elements are appropriately relatable, consistent, meaningful, and useful for enterprise discovery.  For example, in the following case such a combination of ddms:postalAddress with ddms:geographicIdentifier has little meaning.


<ddms:geospatialCoverage ICISM:classification="U" ICISM:ownerProducer="USA">


<ddms:geographicIdentifier>



<ddms:name>MyPlace</ddms:name>


</ddms:geographicIdentifier>


<ddms:geographicIdentifier>



<ddms:name>YourPlace</ddms:name>


</ddms:geographicIdentifier>


<ddms:boundingGeometry>



<gml:Point>33 99</gml:Point>


</ddms:boundingGeometry>


<ddms:boundingGeometry>



<gml:Point>-15-150</gml:Point>


</ddms:boundingGeometry> 


<ddms:postalAddress>



<ddms:state>Maryland</ddms:state>


<ddms:postalAddress>


<ddms:postalAddress>



<ddms:province>Al Anbar</ddms:province>


</ddms:postalAddress>

	</ddms:geospatialCoverage>
The geospatialCoverage element can be marked according to CAPCO guidelines, the IC ISM Data Dictionary and the IC ISM Schema Guide.  The Business Logic for applying security markings is found in the IC ISM Schema Guide.
	


	Table C6.T21.45. geospatialCoverage Category Elements and Attributes

	Name
	Definition
	Obligation
	Comment

	geospatialCoverage
	An element containing a geographic indication of one or more places or facilities that relate to the resource.
	Mandatory Unless not Applicable
	There can be an unbounded number of geospatialCoverage elements, each of which must have at least one child element of geographicIdentifier, boundingBox, boundingGeometry, postalAddress, or verticalExtent, and can include more than one of any of these elements.

	precedence XE "precedence" 
	An attribute of geospatialCoverage that states the priority claimed or received as a result of preeminence. When CountryCode has a value, this attribute is used to distinguish the primary focus when a described data asset covers two or more countries.
	Optional
	This is a text field.  Normal values are Primary, Secondary. Priority claimed or received as a result of preeminence.  When used on the element CountryCode, this attribute is used to distinguish the primary focus when an intelligence product covers two or more countries. Permissible values are Primary, Secondary.

	order XE "order" 
	An attribute of geospatialCoverage that specifies a user-defined order of an element (specifically when multiple countryCode and subDivisionCode elements exist) within the given DDMS Resource.
	Optional
	This is an integer entry.  Values must be sequential, starting at 1, and may not contain duplicates.

	geographicIdentifier XE "geospatialCoverage:geographicIdentifier" 
	An element under geospatialCoverage that defines an identifier or reference to an identifier that describes a geographic extent using a name or other identifier.  See also ISO 19115 (EX_GeographicDescription).
	Conditional – geospatialCoverage must have at least one of geographicIdentifier, boundingBox, boundingGeometry, postalAddress, or verticalExtent
	This element must contain one or more name, region, countryCode, subDivisionCode, or facilityIdentifier elements.  

	name XE "geospatialCoverage:geographicIdentifier:name" 
	An element under geographicIdentifier that is the name of a place of interest, other than a country, region, or facility.
	Optional
	

	region XE "geospatialCoverage:geographicIdentifier:region" 
	An element under geographicIdentifier that is the name of a sub-national or transnational geographic or geopolitical region that is a subject of the resource.
	Optional
	

	countryCode XE "geospatialCoverage:geographicIdentifier:countryCode" 
	An element under geographicIdentifier that is a qualified abbreviation of a country name.
	Conditional: a geographicIdentifier must have at least one of name, region, countryCode subDivisionCode, or facilityIdentifier
	

	qualifier
	An attribute of countryCode that is a vocabulary notation specifying the source of the country abbreviations.
	Conditional: mandatory if Country Code is present
	Specifies the domain vocabulary of which the Country Code is a member.  Acceptable values should indicate 2 or 3 digit code vocabularies (from the ISO 3166 standard on Country Codes) or ‘FIPS’  (from the Federal Information Processing Standard 10-4 standard on Country names and divisions) etc.

	value
	An attribute of countryCode that is a standards-based abbreviation of a country name.
	Conditional: mandatory if Country Code is present
	A permissible value according to the vocabulary specified in Country Code Qualifier.

	subDivisionCode XE "subDivisionCode" 
	An element under geographicIdentifier that is a qualified abbreviation of a region that is not expressed in country code. 
	Conditional: a geographicIdentifier must have at least one of name, region, countryCode subDivisionCode, or facilityIdentifier
	This element can be used to describe such areas that are smaller areas within countries, such as states or provinces.  Acceptable values should indicate code vocabularies from acceptable controlled vocabulary codes defining sub divisions, such as the ISO 3166-2 that defines sub division codes.

	qualifier
	An attribute of subDivisionCode that is a vocabulary notation specifying the source of the country abbreviations.
	Conditional: mandatory if subDivisionCode is present
	

	value
	An attribute of subDivisionCode that is a standards-based abbreviation of a country name.
	Conditional: mandatory if subDivisionCode is present
	

	facilityIdentifier XE "facilityIdentifier" 
	An element under geographicIdentifier that provides a code that uniquely identifies an installation or facility.
	Conditional: a geographicIdentifier must have at least one of name, region, countryCode or facilityIdentifier
	

	beNumber XE "beNumber" 
	An attribute of facilityIdentifier that provides a DIA-specific identification number of a facility or installation according to a grid location system.
	Conditional: mandatory if facilityIdentifier is present
	If BE Number is supplied, no other elements are required to be supplied in the Geospatial Coverage category.

	osuffix XE "osuffix" 
	An attribute of facilityIdentifier that provides a specific identification number for a facility located at the installation associated by the Facility BE Number.
	Optional 
	Allowed only If BE Number is supplied

	boundingBox XE "boundingBox" 
	An element under geospatialCoverage that includes elements containing the bounding longitudes and latitudes for describing a geographic extent.  See also ISO 19115. 
	Conditional – geospatialCoverage must have at least one of geographicIdentifier, boundingBox, boundingGeometry, postalAddress, or verticalExtent
	This element must contain a valid geographic reference using the WGS-84 Coordinate Reference System.  It is recommended that the latitudes and longitudes be expressed in decimal degrees in order to provide a standard representation.  This element is the wrapper for elements containing Western Longitude, Eastern Longitude, Northern Latitude and Southern Latitude.

	westBL XE "westBL" 
	An element under boundingBox that provides the westernmost longitude of the area of interest.
	Conditional: mandatory when boundingBox is present.
	It is recommended that the latitudes and longitudes be expressed in decimal degrees in order to provide a standard representation.  This element must use the WGS-84 Coordinate Reference System.  

	eastBL XE "eastBL" 
	An element under boundingBox that provides the easternmost longitude of the area of interest
	Conditional: mandatory when boundingBox is present.
	It is recommended that the latitudes and longitudes be expressed in decimal degrees in order to provide a standard representation.  This element must use the WGS-84 Coordinate Reference System.

	southBL XE "southBL" 
	An element under boundingBox that provides the southernmost latitude of the area of interest.
	Conditional: mandatory when boundingBox is present.
	It is recommended that the latitudes and longitudes be expressed in decimal degrees in order to provide a standard representation.  This element must use the WGS-84 Coordinate Reference System.

	northBL XE "northBL" 
	An element under boundingBox that provides the northernmost latitude of the area of interest.
	Conditional: mandatory when boundingBox is present.
	It is recommended that the latitudes and longitudes be expressed in decimal degrees in order to provide a standard representation.  This element must use the WGS-84 Coordinate Reference System.

	boundingGeometry XE "boundingGeometry" 
	An element under geospatialCoverage for child elements used to express a geographic location as one or more points (using coordinates) or one or more polygons (a set of connected coordinates).  See also ISO 19115 (EX_BoundingPolygon).
	Conditional – geospatialCoverage must have at least one of geographicIdentifier, boundingBox, boundingGeometry, postalAddress, or verticalExtent
	This element must contain at least one gml:Point or gml:Polygon element.  The schema permits an unbounded number of boundingGeometry elements, and each boundingGeometry element can have an unbounded number of Point and Polygon elements.  This element must also be used in instances where a bounding polygon is to be specified using a Coordinate Reference System other than WGS-84.  The currently acceptable Coordinate Reference Systems are:

World Geodetic System 1984 – Earth Centered, Earth Fixed (ECEF), identified by the URI: “http://metadata.dod.mil/mdr/ns/GSIP/crs/WGS84C_3D”;

World Geodetic System 1984 - Geographic, 2-Dimensional, identified by the URI: “http://metadata.dod.mil/mdr/ns/GSIP/crs/WGS84E_2D”;

and 

World Geodetic System 1984 – Geographic, 3-Dimensional, identified by the URI:  “http://metadata.dod.mil/mdr/ns/GSIP/crs/WGS84E_3D”. 

These URI values are the values to be populated in the srsName attribute of the gml:Point and gml:Polygon elements.
Details for the encoding of these elements are detailed in the Developer’s Notes documented in the DDMS XML Schema and DDMS XML Schema Release Notes.

	Polygon XE "Polygon" 
	An element under boundingGeometry that specifies a location using a list of coordinates that define the outside boundary for the geographic extent.  See also ISO 19136.
	Conditional – if boundingGeometry is the selected  geospatialCoverage specification, it requires either a Polygon or a Point
	The gml:Polygon element is used to describe a closed, geographic area using a list of coordinates (the exterior ring).  Exterior rings are specified within LinearRing subelements that contain 4 or more gml:pos elements in counter-clockwise order used to mark the control points of the outside edge of the polygon.  To close the polygon it is necessary that the last coordinate be the same as the first.  The gml:Polygon element uses the gml:SRSReferenceGroupSRSNameRequired to provide a set of common attributes to indicate the spatial reference system for the coordinates.  Multiple Polygon elements are permitted by the DDMS schema.

	Point XE "Point" 
	An element under boundingGeometry that specifies a position using a single coordinate tuple.  See also ISO 19136.
	Conditional – if boundingGeometry is the selected GeospatialExtent specification, it requires either a Polygon or a Point
	The gml:Point element is used to specify a position using coordinates.  The gml:Point element uses the gml:SRSReferenceGroupSRSNameRequired to provide a set of common attributes to indicate the spatial reference system for the coordinates.  Multiple Point elements are permitted by the DDMS schema.

	verticalExtent XE " verticalExtent" 
	An element under geospatialCoverage that describes 
the vertical extent applicable to the resource.
	Conditional – geospatialCoverage must have at least one of geographicIdentifier, boundingBox, boundingGeometry, postalAddress, or verticalExtent
	This element when used must specify a minimum vertical extent and a maximum vertical extent.  See Minimum Vertical Extent and Maximum Vertical Extent elements.  Vertical extent requires two attributes unitOfMeasure, which can have values Fathom, Foot, Inch, Meter, StatuteMile, Kilometer, or NauticalMile, and datum which can have values AGL (Above Ground Level), MSL (Mean Sea Level), or HAE (Height Above Ellipsoid).

	minVerticalExtent XE "minVerticalExtent" 
	An element under verticalExtent that describes the 
lowest vertical point within the coverage.
	Conditional: mandatory if verticalExtent is present.
	The value of this element must be less than or equal to the value of the Maximum Vertical Extent.

	maxVerticalExtent XE "maxVerticalExtent" 
	An element under verticalExtent that describes the highest vertical point within the coverage.
	Conditional: mandatory if verticalExtent is present.
	The value of this element must be greater than or equal to the value of the Minimum Vertical Extent.

	postalAddress XE " postalAddress" 
	An element under geospatialCoverage that includes postal address elements including street, city, state or province, postal code and country code.
	Conditional – geospatialCoverage must have at least one of geographicIdentifier, boundingBox, boundingGeometry, postalAddress, or verticalExtent
	A postal address can include one or more of Street, City, State, Province, Postal Code, and Country Code elements.  The intent is that a single, unique location is expressed using postalAddress, so all elements included need to be related to a single specific location.  A postalAddress can include either a State or a Province, but not both.

	street XE "street" 
	An element under postalAddress that contains a line of a street address.  
	Optional
	Use for street number and name, or PO box number, or attention line, or department name.  There can be a maximum of 6 street elements in a postalAddress.  Do not use for city, state, or province name, or for the postal code.

	city XE " city" 
	An element under postalAddress that contains a city name.
	Optional
	There can be only one city element per postalAddress.

	state XE "state" 
	An element under postalAddress that contains an abbreviation of a state name.
	Optional
	There can be only one state element or one province element per postalAddress.

	province XE "province" 
	An element under postalAddress that contains the name of a political subdivision.
	Optional
	There can be only one state element or one province element per postalAddress.

	postalCode XE "postalCode" 
	An element under postalAddress that contains a mailing code designation, such as a ZIP code in the U.S. or a postcode in Britain.
	Optional
	There can be only one postalCode element per postalAddress.

	countryCode XE "countryCode” 
	An element under postalAddress that contains a qualified abbreviation of a country name.
	Optional
	There can be only one countryCode element per postalAddress.

	qualifier
	An attribute of countryCode that is a vocabulary notation specifying the source of the country abbreviations.
	Conditional: mandatory if Country Code is present
	Specifies the domain vocabulary of which the Country Code is a member.  Acceptable values should indicate 2 or 3 digit code vocabularies (from the ISO 3166 standard on Country Codes) or ‘FIPS’  (from the Federal Information Processing Standard 10-4 standard on Country names and divisions) etc.

	value
	An attribute of countryCode that is a standards-based abbreviation of a country name.
	Conditional: mandatory if Country Code is present
	A permissible value according to the vocabulary specified in Country Code Qualifier.


	Table C6.T21.46. geospatialCoverage Category Examples

	Text
	geographicIdentifier name: The White House

geographicIdentifier region: Mid-Atlantic

geographicIdentifier countryCode qualifier: ISO-3166

geographicIdentifier countryCode: USA

postalAddress street: 1600 Pennsylvania Avenue NW

postalAddress city: Washington 

postalAddress state: D.C.

postalAddress countryCode qualifier: ISO-3166

postalAddress countryCode: USA

postalAddress postalCode: 20500
[ALTERNATE]

geospatialCoverage classification: U

geospatialCoverage ownerProducer: USA

geospatialCoverage.geographicIdentifier.facilityIdentifier.beNumber: 1234DD56789

geospatialCoverage. geographicIdentifier.facilityIdentifier.osuffix: DD123
[ALTERNATE]

geospatialCoverage.order: 2

geospatialCoverage.geographicIdentifier.subDivisionCode.qualifier: urn:us:gov:ic:cvenum:irm:coverage:iso3166-2
geospatialCoverage.geographicIdentifier.subDivisionCode.value: LA-VT

	XML


	<ddms:geospatialCoverage>


<ddms:geographicIdentifier>



<ddms:facilityIdentifier ddms:beNumber="1234DD56789" ddms:osuffix="DD123"/>


</ddms:geographicIdentifier>

</ddms:geospatialCoverage>

[ALTERNATE]

<ddms:geospatialCoverage ICISM:classification=”U” ICISM:ownerProducer=”USA”>


<ddms:boundingBox>



<ddms:westBL>39</ddms:westBL>



<ddms:eastBL>48</ddms:eastBL>



<ddms:southBL>29</ddms:southBL>



<ddms:northBL>38</ddms:northBL>


</ddms:boundingBox>

</ddms:geospatialCoverage>

[ALTERNATE]

<ddms:geospatialCoverage ddms:order="2">
<ddms:geographicIdentifier>
<ddms:subDivisionCode ddms:qualifier="urn:us:gov:ic:cvenum:irm:coverage:iso3166-2" ddms:value="LA-VT"/>
</ddms:geographicIdentifier>
</ddms:geospatialCoverage>

	
	[ALTERNATE]

<ddms:geospatialCoverage>


<ddms:boundingGeometry>



<gml:Polygon srsName="http://metadata.dod.mil/mdr/ns/GSIP/crs/WGS84E_2D" gml:id=”ID_1”>




<gml:exterior>





<gml:LinearRing>






<gml:pos>32.0 40.0</gml:pos>






<gml:pos>31.0 42.0</gml:pos>






<gml:pos>30.0 44.0</gml:pos>






<gml:pos>29.0 45.0</gml:pos>






<gml:pos>29.0 46.0</gml:pos>






<gml:pos>30.0 47.0</gml:pos>






<gml:pos>31.0 48.0</gml:pos>






<gml:pos>33.0 46.0</gml:pos>






<gml:pos>35.0 46.0</gml:pos>






<gml:pos>36.0 45.0</gml:pos>






<gml:pos>37.0 44.0</gml:pos>






<gml:pos>37.0 42.4</gml:pos>






<gml:pos>35.0 41.0</gml:pos>






<gml:pos>33.5 39.0</gml:pos>






<gml:pos>32.0 40.0</gml:pos>





</gml:LinearRing>




</gml:exterior>



</gml:Polygon>


</ddms:boundingGeometry>


<ddms:verticalExtent ddms:unitOfMeasure="Meter" ddms:datum="AGL">



<ddms:MinVerticalExtent>0</ddms:MinVerticalExtent>



<ddms:MaxVerticalExtent>100</ddms:MaxVerticalExtent>


</ddms:verticalExtent>

</ddms:geospatialCoverage>



	
	[ALTERNATE]

<ddms:geospatialCoverage>


<ddms:geographicIdentifier>



<ddms:name>The White House</ddms:name>



<ddms:region>Mid-Atlantic States</ddms:region>


</ddms:geographicIdentifier>


<ddms:postalAddress>



<ddms:street>1600 Pennsylvania Avenue, NW</ddms:street>



<ddms:city>Washington</ddms:city>



<ddms:state>DC</ddms:state>



<ddms:postalCode>20500</ddms:postalCode>



<ddms:countryCode ddms:qualifier="ISO-3166" ddms:value="USA"/>


</ddms:postalAddress>

</ddms:geospatialCoverage>

	HTML
	<meta name=”geospatialCoverage.geographicIdentifier.facilityIdentifier.beNumber” content=”1234DD56789”>

<meta name=” geospatialCoverage.geographicIdentifier.facilityIdentifier.osuffix” content=”DD123”>

<meta name=” geospatialCoverage.geographicIdentifier.name” content=”Red Forces command and control headquarters”>

[ALTERNATIVE]

<meta name=”geospatialCoverage.classification” content=”U”>

<meta name=”geospatialCoverage.ownerProducer” content=”USA”>

<meta name=”geospatialCoverage.geographicIdentifier.region” content=”Mid-Atlantic states”>

<meta name=”geospatialCoverage.geographicIdentifier.name” content=”The White House”>

<meta name=”geospatialCoverage.postalAddress.street” content=”1600 Pennsylvania Avenue NW”>

<meta name=”geospatialCoverage.postalAddress.city” content=”Washington”>

<meta name=”geospatialCoverage.postalAddress.state” content=”DC”> 

<meta name=”geospatialCoverage.postalAddress.countryCode.qualifier” content=”ISO-3166”>

<meta name=”geospatialCoverage.postalAddress.countryCode.value” content=”USA”>

<meta name=”geospatialCoverage.postalAddress.postalcode” content=”20500”>

<meta name=”geospatialCoverage.order” content=”2”>

<meta name=”geospatialCoverage.geographicIdentifier.subDivisionCode.qualifier” content=”urn:us:gov:ic:cvenum:irm:coverage:iso3166-2”>

<meta name=”geospatialCoverage.geographicIdentifier.subDivisionCode.value” content=”LA-VT”>


	Table C6.T22. temporalCoverage Category  XE "temporalCoverage" 

	Metadata Category Description
	Subject matter coverage expressed in terms of one or more periods of time.

	Obligation
	Mandatory Unless not Applicable

	Modification Date
	2011-09-22

	Source or Related Reference
	DCMI:  temporal, v. 002

XML Data Encoding Specification for Information Security Marking Metadata Version 9

	Comment
	There can be an unbounded number of temporalCoverage elements 
A temporalCoverage element can include a textual name.  Recommended practice is that temporalCoverage:start and temporalCoverage:end be specified in one of the following formats:

YYYY
YYYY-MM
YYYY-MM-DD
YYYY-MM-DDThh.mmTZD
YYYY-MM-DDThh:mm.ssTZD
YYYY-MM-DDThh:mm:ss.sTZD

Where:

YYYY
0000 through current year
MM
01 through 12  (month)
DD
01 through 31  (day)
hh
00 through 24  (hour)
mm
00 through 59  (minute)
ss
00 through 60  (second)
.s
.0 through 999 (fractional second) 
TZD  = time zone designator (Z or +hh:mm or -hh:mm) 

This profile suggests two ways of handling time zone offsets:

   1. Times are expressed in UTC (Coordinated Universal Time), with a special UTC designator (“Z”).

   2. Times are expressed in local time, together with a time zone offset in hours and minutes. A time zone offset of “+hh:mm” indicates that the date/time uses a local time zone which is “hh” hours and “mm” minutes ahead of UTC. A time zone offset of “-hh:mm” indicates that the date/time uses a local time zone which is “hh” hours and “mm” minutes behind UTC.

Start and End dates can now be expressed as being approximate.
Additionally, the temporalCoverage:start and temporalCoverage:end may be specified to be “not applicable” or “unknown” as necessary.

If a temporalCoverage element does not appear, it is equivalent to a temporalCoverage element where all of the sub-elements are set to “not applicable”

The temporalCoverage element can be marked according to CAPCO guidelines, the IC ISM Data Dictionary and the IC ISM Schema Guide.  The Business Logic for applying security markings is found in the IC ISM Schema Guide.


	Table C6.T22.47. temporalCoverage Category Elements

	Name
	Definition
	Obligation
	Comment

	temporalCoverage
	An element that defines the subject-matter coverage in terms of one or more periods of time.
	Mandatory Unless not Applicable
	This element provides an indication of the time period for which the subject of the resource applies. (E.g. The 50's, or a span of time indicated by a start and end time.)
The temporalCoverage element can be marked according to CAPCO guidelines, the IC ISM Data Dictionary and the IC ISM Schema Guide.

	name XE "name:temporalCoverage" 
	An element under temporalCoverage that provides a name for an interval of time
	Optional
	The default value for name is “unknown.”  There can be at most one name element for each temporalCoverage element, but when multiple temporalCoverage elements are present each can have a separate name.

	start XE "start:temporalCoverage" 
	An element under temporalCoverage that provides the start date of a period of time.
	Conditional: One of start or approximableStart is mandatory if temporalCoverage is present.
	The default value for start is “unknown.”  There can be at most one start element for each temporalCoverage element, but when multiple temporalCoverage elements are present each must have a separate start. 

	approximableStart XE "approximableStart" 
	An element under temporalCoverage that provides the approximable start date of a period of time.
See Table C7.T11.1
	Conditional: One of start or approximableStart is mandatory if temporalCoverage is present.
	This element provides three ways to describe an approximable date: a free-form text description, a searchableDate element with start/end combination, and an approximableDate which combines a descriptive vocabulary with a date.

See Table C7.T11.1

	end XE "end:temporalCoverage" 
	An element under temporalCoverage that provides the end date of a period of time.
	Conditional: One of end or approximableEnd is mandatory if temporalCoverage is present.
	The default value for end is “unknown.”  There can be at most one end element for each temporalCoverage element, but when multiple temporalCoverage elements are present each must have a separate end.

	approximableEnd XE "approximableEnd" 
	An element under temporalCoverage that provides the approximable end date of a period of time.
See Table C7.T11.1
	Conditional: One of end or approximableEnd is mandatory if temporalCoverage is present.
	This element provides three ways to describe an approximable date: a free-form text description, a searchableDate element with start/end combination, and an approximableDate which combines a descriptive vocabulary with a date.

See Table C7.T11.1


	Table C6.T22.48. temporalCoverage Category Examples

	Text
	temporalCoverage name: The 50’s

temporalCoverage start:  1950-01-01

temporalCoverage end:  1959-12-31

[ALTERNATE]

temporalCoverage name: The Cold War

temporalCoverage approximableStart approximableDate: circa 1945

temporalCoverage approximableEnd searchableDate start: 1991-10

temporalCoverage approximableEnd searchableDate end: 1991-12-31

	XML
	<ddms:temporalCoverage>

<ddms:name>The 50’s</ddms:name>

<ddms:start>1950-01-01</ddms:start>

<ddms:end>1959-12-31</ddms:end>

</ddms:temporalCoverage >


[ALTERNATE]

<ddms:temporalCoverage ICISM:classification=”U” ICISM:ownerProducer=”USA”>


<ddms:start>2001-01-01T00:01:00Z</ddms:start>

<ddms:end>2001-12-31T24:00:00Z</ddms:end>

</ddms:temporalCoverage>

 [ALTERNATE]

<ddms:temporalCoverage>


<ddms:start>Not Applicable</ddms:start>

<ddms:end>Unknown</ddms:end>

</ddms:temporalCoverage>

	HTML
	<meta name=” temporalCoverage.name” content=”the 50’s”>

<meta name=” temporalCoverage.start” content=”1950-01-01”>

<meta name=” temporalCoverage.end” content=”1959-12-31”>


	Table C6.T23. virtualCoverage Category XE "virtualCoverage" 

	Metadata Category Description
	The subject-matter coverage of a publication in terms of one or more virtual addresses.

	Obligation
	Mandatory Unless not Applicable

	Modification Date
	2010-01-26

	Source or Related Reference
	XML Data Encoding Specification for Information Security Marking Metadata Version 9

	Comment
	For this purpose, a “virtual” address is a computer network address, expressed as a set of Internet Protocol (IP) octets, a uniform resource locator (URL), or some other network-addressing scheme, such as a network name or locale.
When virtualCoverage is present then either protocol or address (or both) should be defined.
The virtualCoverage element can be marked according to CAPCO guidelines, the IC ISM Data Dictionary and the IC ISM Schema Guide.  The Business Logic for applying security markings is found in the IC ISM Schema Guide.


	Table C6.T23.49. virtualCoverage Category Element and Attributes

	Name
	Definition
	Obligation
	Comment

	virtualCoverage
	An element that specifies the subject-matter coverage of a publication in terms of one or more virtual addresses.
	Mandatory Unless not Applicable
	When present there can be an unbounded number of virturalCoverage elements.

	protocol XE "protocol" 
	An attribute of virtualCoverage that specifies the type of rules for data transfer that apply to the Virtual Address.
	Conditional: either protocol or address must be present if virtualCoverage is present
	When virtualCoverage is present then either protocol or address (or both) should be defined.

	address XE "address" 
	An attribute of virtualCoverage that specifies a computer or telecommunications network address, or a network name or locale.
	Conditional: either protocol or address must be present if virtualCoverage is present
	When virtualCoverage is present then either protocol or address (or both) should be defined.  The form of this will depend on the network protocol in use; whether a specific node or an entire subnet is being addressed, etc. Examples of virtual addresses are Internet protocol (IP) octets and uniform resource locators (URLs), or a network name or locale.


	Table C6.T23.50. virtualCoverage Category Examples

	Text
	protocol:  IP

address:  123.456.789.XXX

	XML
	<ddms:virtualCoverage ddms:protocol=”IP” ddms:address=”222.173.190.239”/>

	HTML
	<meta name=” virtualCoverage.protocol” content=”IP”>
<meta name=” virtualCoverage.address” content=”123.456.789.XXX”>


	Table C6.T24. description XE "description" 

	Metadata Category Description
	An account of the content of the resource.  

	Obligation
	Optional

	Modification Date
	2004-11-16

	Source or Related Reference
	DCMI: description, v. 004

XML Data Encoding Specification for Information Security Marking Metadata Version 9

	Comment
	description may include but is not limited to: an abstract, reference to a graphical representation of content or a free-text account of the content.

description must be marked according to CAPCO guidelines, the IC ISM Data Dictionary and the IC ISM Schema Guide.  The Business Logic for applying security markings is found in the IC ISM Schema Guide.


	Table C6.T24.51. description Category Element

	Name
	Definition
	Obligation
	Comment

	description
	This element is used to provide a short description of the product subject, contents and any “bottom line” point the resource conveys.
	Optional
	If the description element is used then it must contain a text description.  The text of the description is typically a paragraph or less.  An unbounded number of description elements may be included.
description must be marked according to CAPCO guidelines, the IC ISM Data Dictionary and the IC ISM Schema Guide.  The Business Logic for applying security markings is found in the IC ISM Schema Guide.


	Table C6.T24.52. description Category Examples

	Text
	description classification: U

description ownerProducer: USA

description:  This publication is an analysis of the logistics of re-supplying the cave complex at Tora Bora.

	XML
	<ddms:description ICISM:classification=”U” ICISM:ownerProducer=”USA”>This publication is an analysis of the logistics of re-supplying the cave complex at Tora Bora.</ddms:description>

	HTML
	<meta name=”description.classification” content=”U”>

<meta name=”description.ownerProducer” content=”USA”>

<meta name=”description” content=” This publication is an analysis of the logistics of re-supplying the cave complex at Tora Bora.”>


	Table C6.T25. relatedResource Category XE "relatedResource" 

	Metadata Category Description
	A set of resources related to the resource being described by a specified relationship and direction. 

	Obligation
	Optional

	Modification Date
	2011-09-22

	Source or Related Reference
	DCMI: relation, v. 1.1
XML Data Encoding Specification for Information Security Marking Metadata Version 9

	Comment
	relatedResource may be marked according to CAPCO guidelines, the IC ISM Data Dictionary and the IC ISM Schema Guide.  The Business Logic for applying security markings is found in the IC ISM Schema Guide.


	Table C6.T25.53. relatedResource Category Elements and Attributes

	Name
	Definition
	Obligation
	Comment

	relatedResource
	An element that identifies one or more resources and describes the relationship and the direction of the relationship between those resources and the resource being described by the containing DDMS record.  To represent multiple relationships, multiple relatedResource elements are required.
	Optional
	There can be an unbounded number of relatedResource elements.  They may optionally be protected with IC ISM attributes to protect the identity of resources related by the specified relationship.

	relationship XE "relationship" 
	An attribute of relatedResource, relationship is a URI defining the type of relationship between the resource being described as the primary subject of the metadata card and the resource referenced by this element.
	Conditional: mandatory if relatedResource is present.
	URIs representing relationships should be controlled by relationship type taxonomies registered in the DoD Metadata Registry.

	direction XE "direction" 
	An attribute of relatedResource used to indicate the direction of the relationship between the resource being described and the target related resource.  Valid values are “inbound,” “outbound,” and “bidirectional.”
	Optional
	Inbound: Used to indicate that the relationship direction is from the related resource to the resource being described.
Outbound: Used to indicate that the relationship direction is from the resource being described to the related resource identified.  Outbound is the default value.
Bidirectional: Used to indicate that the relationship is bidirectional between the resource being described and the related resource identified.

	qualifier XE "qualifier:relatedResource" 
	An attribute of relatedResource that provides a URI specifying the formal identification system or encoding scheme by which the identifier value is to be interpreted.
	Conditional: mandatory if relatedResource is present.
	Specifies the type of Identifier that is supplied in value.

	value XE "value:relatedResource" 
	An attribute of relatedResource that provides an unambiguous reference to the resource within a given context based on the qualifier.  An internal, external, and/or universal identification number for a data asset or resource.
	Conditional: mandatory if relatedResource is present.
	Permissible values must conform to the value supplied in the qualifier.

	link XE "link:relatedResource" 
	An xLink:locatorLink element under relatedResource for the resource being related.
	Conditional: mandatory if relatedResource is present.
	An XLink locator element, see also http://www.w3.org/TR/xlink/.

	type XE "type" 
	An attribute of link that identifies the type of xlink element for this ddms:link.  The value for the link type attribute is fixed to “locator.”  In DDMS this value indicates that the href attribute value addresses the remote resource being related.
	Conditional: mandatory if relatedResource is present.
	This attribute is fixed as “locator” for the ddms:link element.  

See also, http://www.w3.org/TR/xlink/#remote-resource

	href XE "href" 
	An attribute of link that specifies a URL to the target related resource.
	Conditional: mandatory if relatedResource is present.
	See also, http://www.w3.org/TR/xlink/#link-locators.

	role XE "role" 
	An attribute of link, role is a URI reference that identifies some resource that describes the intended property. When no value is supplied, no particular role value is to be inferred.
	Optional
	See also, http://www.w3.org/TR/xlink/#link-semantics.

	title XE "title:link" 
	An attribute of link used to describe the meaning of a link or resource in a human-readable format, along the same lines as the role or arcrole attribute.
	Optional
	See also, http://www.w3.org/TR/xlink/#link-semantics.

	label XE "label" 
	An attribute of link that provides a name for the locator link, providing a way for an XLink arc-type element to refer to it in creating a traversal arc. 
	Optional
	See also, http://www.w3.org/TR/xlink/#traversal-atts


	Table C6.T25.54. relatedResource Category Examples

	Text
	relatedResource relationship: http://purl.org/dc/terms/references
relatedResource direction: outbound
relatedResource qualifier: http://purl.org/dc/terms/URI
relatedResource value: http://en.wikipedia.org/wiki/Tank
relatedResource link type: locator

relatedResource link href: http://en.wikipedia.org/wiki/Tank

	XML
	<ddms:relatedResource 


ddms:relationship="http://purl.org/dc/terms/references"

ddms:direction="outbound" 


ddms:qualifier="http://purl.org/dc/terms/URI" 


ddms:value="http://en.wikipedia.org/wiki/Tank">


<ddms:link 



xlink:type="locator" 



xlink:href="http://en.wikipedia.org/wiki/Tank"/>

</ddms:relatedResource>

	HTML
	<meta name=”relatedResource.relationship” content=”http://purl.org/dc/terms/references”/>
<meta name=”relatedResource.direction” content=”outbound”/>

<meta name=”relatedResource.qualifier” content=” http://purl.org/dc/terms/URI”/>

<meta name=”relatedResource.value” content=”http://en.wikipedia.org/wiki/Tank”/>

<meta name=”relatedResource.link.type” content=”locator”/>

<meta name=”relatedResource.link.href” content=”http://en.wikipedia.org/wiki/Tank”/>


format Category Set

	Table C6.T26. format Category XE "format" 

	Metadata Category Description
	The physical or digital manifestation of the resource.

	Obligation
	Optional

	Modification Date
	2011-08-31

	Source or Related Reference
	DCMI: format, v. 004

	Comment
	Typically, format may include the media-type or dimensions of the resource.  format may be used to determine the software, hardware or other equipment needed to display or operate the resource.  Examples of dimensions include size and duration.  There can only be at most one format element.


	Table C6.T26.55. format Category Elements and Attributes

	Name
	Definition
	Obligation
	Comment

	format
	A top-level element that addresses the physical or digital manifestation of the resource.
	Optional
	There can be at most one format element.  If the format element exists there must be a mimeType element.

	mimeType XE "mimeType:format" 
	An element of format that specifies the MIME type for the resource being described.
	Conditional: Mandatory if format is present.
	mimeType is expressed as:  category/specific-type, such as “image/gif”.  A comprehensive list of existing MIME types is available on the Internet at http://www.iana.org/assignments/media-types/.

	extent XE "extent" 
	An element of format that specifies related data size, compression rate, or pixel size (etc.) of the resource.
	Optional
	There can only be one extent element if provided.

	qualifier XE "qualifier:format extent" 
	An attribute of extent that provides the vocabulary that specifies the type of format extent that will be supplied.         
	Conditional: Mandatory if Extent is present.
	The qualifier attribute indicates the type of extent value listed.  In the case of data bytes, it may indicate ‘byte size’.  In the case of a document length, it may indicate ‘page count’.  In the case of streaming content, it may indicate ‘bits per second’ or ‘frames per second’.

	value XE "value:format extent" 
	An attribute of extent that provides the related data size, compression rate, or pixel size (etc.) of the resource.
	Conditional: Mandatory if Extent is present.
	

	medium XE "medium:format" 
	An element of format that specifies the physical medium or instantiation of the resource.
	Optional
	


	Table C6.T26.56. format Category Examples

	Text
	format.mimetype:  Text/XML

format.extent.qualifier:  size in Bytes

format.extent.value:  75000

format.medium:  digital

	XML
	<ddms:format>


<ddms:mimeType>text/xml</ddms:mimeType>


<ddms:extent ddms:qualifier=” sizeBytes” ddms:value=”75000” />


<ddms:medium>digital</ddms:medium>

</ddms:format>

	HTML
	<meta name=”format.mimeType” content=”text/XML”>

<meta name=”format.extent.qualifier” content=”sizeBytes”>

<meta name=”format.extent.value” content=”75000”>

<meta name=”format.medium” content=”digital”>


AP1. Alphabetical Index of Element
Access
ntk

Access
48

acquiredOn
86

acronym
76

address
136

affiliation
person
72

applicationSoftware
101

approvedOn
85

approximableDate
86

approximableEnd
133

approximableStart
132

approximation
86

beNumber
120

boundingBox
120

boundingGeometry
122

city
124

classification
32

classification
47

code
category

subjectCoverage
109

compliesWith
31

contributor
64

copyright
88

countryCode
125

coverage
110

created
85

createDate
31

creator
56

dateProcessed
98

dates
84

description
137

ApproximableDateType
86

DESVersion
IC ISM
31

NTK
31

details
106

direction
139

eastBL
121

email
organization
76

person
72

service
79

unknown
82

end

searchableDate
86

temporalCoverage
132

excludeFromRollup
47

extent
143

facilityIdentifier
120

format
143

geospatialCoverage
115

geographicIdentifier
118

countryCode
119

name
118

region
119

href
140

identifier
54

infoCutOff
85

intellectualProperty
88

keyword
109

label
106, 109, 141

language
90

link
relatedResource
140

revisionRecall
105

maxVerticalExtent
124

medium
format
144

metacardInfo
36

mimeType
format
143

minVerticalExtent
124

name
organization
76

person
72

service
78

temporalCoverage
132

unknown
81

northBL
121

noticeDate
32

noticeList
39, 48

order
111, 118

organization
75, 101

osuffix
120

ownerProducer
32, 47

person
71

phone
organization
76

person
72

service
79

unknown
81

pocType
69

contributor
65

creator
57

publisher
61

Point
123

pointOfContact
68

Polygon
123

postalAddress
124

postalCode
124

posted
85

precedence
118

privacyAct
88

processingInfo
39, 97, 98, 100

protocol
135

province
124

publisher
60

qualifier
category
109

format extent
144

identifier
54

nonStateActor
110

relatedResource
140

source
95

receivedOn
85

recordKeeper
101

recordKeeperID
101

recordsManagementInfo
39, 101

relatedResource
139

relationship
139

resource
31

Resource Header
30

resourceElement
attribute of resource
31

revisionID
105

revisionRecall
39, 104, 105

revisionType
105

rights
88

role
140

schemaHref
95

schemaQualifier
95

searchableDate
86

security
46

service
78

source
94

southBL
121

start

searchableDate
86

temporalCoverage
132

state
124

street
124

subDivisionCode
119

subject
110

subjectCoverage
108

category
109

nonStateActor
110

productionMetric
110

subOrganization
76

subtitle
52

surname
person
72

temporalCoverage
130

title
52

link
106, 141

type
92, 105, 140

unknown
81

userID
person
72

validTil
85

value
format extent
144

identifier
55

relatedResource
140

source
95

verticalExtent
123

virtualCoverage
135

vitalRecordIndicator
101

westBL
121
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AP3. Definitions

Assets
See Data asset.

Attribute
A name-value pair associated with an element.  An attribute is not a stand-alone element, but data detail contained within an element.

Bit-rate
The speed, measured in bits-per-second, which a data asset will transfer over the network.

Community of Interest 

A group of people who have common concerns and interests.

Conditional
The usage of an element is dependent upon a particular condition.

Data asset 
Any entity containing data.  For example, a database is a 
data asset that contains a set of data records.  In this document, data asset means system or application output files, databases, documents, or web pages.   Data asset also includes services that may be provided to access data from an application.  For example, a service that returns individual records from a database would be a data asset.  Similarly, a web site that returns data in response to specific queries (e.g., www.defenselink.mil) would be a data asset.

Discovery
Locating a resource on the Enterprise, using a process (such as a search engine) to obtain knowledge of information content or services that exploit metadata descriptions of enterprise IT resources stored in Directories, Registries, and Catalogs.     

Discovery Services

A set of services that enable the formulation of search activities within shared space repositories (e.g., catalogs, directories, registries).  It provides the means to articulate the required service argument provide search service capabilities, locate repositories to search, and return search results.

Domain
A related area of reference, such as an organization’s network, or a community of interest.

Element  
A formatted word that represents a wrapper for a stored value.  
Synonymous with Tag.

Enterprise
Refers to the Department of Defense, its organizations, and related 
agencies.  

eXtensible Markup Language (XML)

A tagging language used to describe and annotate data so it can be consumed by human and system interactions.  XML is typically arranged hierarchically using XML elements and attributes.  It also uses semantically rich labels to describe elements and attributes to enable meaningful comprehension.  An example of XML data describing an element named “person” appears as follows:

<person>

<FirstName>John</FirstName>

<MiddleInitial>H</MiddleInitial>

<LastName>Doe</LastName>

</person>

Mandatory
An element must be supplied, for a given resource.

Mandatory Unless Not Applicable


An element must be supplied, unless the usage of the resource (in regard to that element) is not reliant upon the element contents.

Metadata 
Information about information.  More specifically, information about the meaning of other data.

Metadata Catalog 

A system that contains the instances of metadata associated with individual data assets. Typically, a metadata catalog is a software application that uses a database to store and search records (or cards) that describe such items as documents, images, and videos.  Search portals and applications would use metadata catalogs to locate the data assets that are relevant to their query.

Metadata Registry 

A system that contains information that describes the structure, format, and definitions of data.  Typically, a registry is a software application that uses a database to store and search data, document formats, definitions of data, and relationships among data.  

Net-Centric
(Net-centricity) The realization of a robust, globally interconnected, networked environment in which data is shared timely and seamlessly among users, applications, and platforms.

Optional
An element can be supplied, but is not required to be supplied, for a given resource.

Resource
A data asset.

Schema 
A diagrammatic representation, an outline, or a model.  In relation to data management, a schema can represent any generic model or structure that deals with the organization, format, structure, or relationship of data.   Some examples of schemas are (1) a database table and relationship structure, (2) a document type definition (DTD), (3) a data structure used to pass information between systems, and (4) an XML schema document (XSD) that represents a data structure and related information encoded as XML. Schemas typically do not contain information specific to a particular instance of data. 

Shared Space 

A mechanism that provides data storage and access capabilities for users within a given network space.  Enterprise shared space refers to a store of data that is accessible by all users within or across security domains on the GIG.  A shared space provides virtual or physical access to any number of data assets (e.g., catalogs, Web sites, registries, classification networks, document storage, and databases).  Any user, system, or application that posts data uses shared space.

Tag
A formatted word that represents a wrapper for a stored value.  Synonymous with Element.

Uniform Resource Locator (URL)

A unique identifier used to represent the location of a resource on the Internet.

AP4. Change Log
30 June 2011

Added a new attribute, approvedOn, to the dates element.  Updated the supported version of the IC ISM.XML to 5.0.  Provided a general specification revision to correct inconsistencies that have been introduced to the document over time.  Revised figure C2F3 to improve the depiction of elements with Mandatory Obligation while others have a Mandatory Unless Not Applicable obligation, better depict mandatory and optional security annotation requirements, and a distinction of elements or categories that permit multiple entries from those that permit only one entry.  There are also several corrections to the document to improve clarity and consistency with the schema.  Change Requests satisfied by these changes include DDMS_CR_2011-1, DDMS_CR_2011-2, DDMS_CR_2011-3, and DDMS_CR_2011-5.
1 March 2011

Provided clarification on the intent of allowing multiple extents within a GeospatialCoverage element (DDMS_CR_2010-1). 
18 March 2010

Made some modifications to clarify in the text the definition of Mandatory (with exception) obligation on Creator, Publisher, Contributor and Point of Contact.  Also replaced figure C2.F3 Core Element Diagram.
7 January 2010

DDMS Specification version 3.0 is a major release due to an upgrade in the security model (modification made in support of CR 2009-12).  While several of the additions were minor changes, such as adding optional security markings to subject coverage, source, geospatial coverage, temporal coverage and virtual coverage, a required field was added to the header to mark the creation date of the record itself; thereby restricting backward compatibility.  Required security markings were added to the DDMS header record itself such that the DDMS record could have its own security markings along with an attribute that specifies the markings on the card.  Additionally, security resource attributes are added to specify whether the markings on the card govern the overall markings of the overall XML File itself (ICISM:resourceElement=”true”), and to give the date of the security markings on the DDMS record, and an ISM root attribute is needed to specify the Digital Encoding Security Marking version used to generate the markings on the DDMS record.  The security element of the DDMS card also requires a new attribute due to IC ISM version 2 markings (reference:  XML Data Encoding Specification for Information Security Marking Metadata Version 2) to specify if the security markings are excluded from rollup markings governance rules (or portion markings) to the DDMS record itself.  As this is always the case for DDMS since the record’s security markings are not dependent on the discover service markings of the resource the record describes, it is required that this marking always be true  (ICISM:excludeFromRollup=”true”).  Additional optional security markings are added to the Subject Coverage, Source, Geospatial Coverage, Temporal Coverage and Virtual Coverage elements of the DDMS record.  These markings are optional because they are not necessary in all environments; however due to the regulations for security tagging, there are rules governing when these markings are necessary and they should be used in compliance and follow the requirements for rollup marking to the Security element itself.

Other minor changes are as follows:

1) Removed creatorType, publisherType, contributorType and pointOfContactType and replaced them with a contactInfoType in support of CR 2009-04.  This will have no resultant change on DDMS records or their construction

2) Set a minimum occurs on RelatedResourcesType of a RelatedResource to 1 (was 0) in support of CR 2009-07.  This would invalidate any DDMS construct that had declared a set of Related Resources, but that set was empty.  As this is not considered a valid record though it validated as a construct, this is not considered a major upgrade.

3) Set the maximum occurs of DDMS extensions to be unbounded in support of CR 2009-08.  Existing DDMS records are still valid, however future records can now have more than one set of extensions added.

4) An unknown entity was created and allowed as a substitute either for person, organization, or service for a creator, publisher, contributor or point of contact in support of CR 2009-09.  Automated generators of DDMS records are now being tested/validated and may be of use in the future in some domains.  These routines are problematic in identifying whether a name identifies a person or an organization.  As such, it may not be physically known what the entity is at initial publishing time.  Therefore, the unknown construct allows a published record to specify the name, phone number, and email address of an entity before ascertaining what type of entity it is.

5) Subject Keyword and Subject Category now allow extensions in support of CR 2009-10.  As with item 4, automated tagging comes with its own set of metadata pertaining to an items subject classification.  This metadata focuses on the confidence level in the algorithm used to make the classification, and the items relativity to the classification.  As it is unknown at this time whether there is a standard set of classification metadata valid for the global community as a whole (since different algorithms in different domains may not produce comparable numbers), the metadata is left as a domain extension.  Upon further use, it is perceived that this may mutate into future DDMS metadata to support the community as a whole.

6) Modification of GML Profile to conform to GML 3.2.1 specification per CR 2009-11.  The GML Profile has been vastly modified to come within compliance of the GML 3.2.1 specification; however, the modification has no resultant impact on the geospatial coverage region of a DDMS record.  Existing records are in compliance and there is no modification to the structuring of geospatial information in DDMS 3.0 records.

7) Made CountryCode value and qualifier required fields in the geospatial coverage of a record in support of CR 2009-14.  Existing records that claim a country code for the geospatial coverage, but fail to give the country code or a reference to the country code encoding scheme used will no longer be in compliance; however, since it is improper to claim a country code and yet not give one, or to not reference the coding scheme, those records are not valid DDMS records as is even though they would validate under 2.0.  This closes that hole and requires the publisher to give both the code and a reference to the encoding scheme used.

29 September 2009

The documentation was modified to align with the schema in regards to the requirement that called for either one of the Creator, Publisher, Contributor, or Point Of Contact tag being present.  Previously, the document erroneously identified the Creator as mandatory with the other fields being optional.

16 July 2008

This release of the DDMS Specification Version 2.0 is a major release to address numerous Change Requests submitted in the first half of 2008 and also to correct several typographical errors within the specification.  It augments various sections to provide additional guidance and clarity to several of the categories.  These modifications are spawned by email and other communications from DDMS stakeholders to the DoD MWG - DDMS Focus Group.    The associated DDMS XML Schema will also be versioned to keep the version numbers between the DDMS Specification and the DDMS XML Schema implementation synchronized.  Modifications to the DDMS XML Schema will be reflected in the DDMS 2.0 XML Schema and associated Release Notes document available on the DoD Metadata Registry.  The enumerated changes to this document are as follows:


1) URLs referencing the DoD Metadata Registry use “metadata.dod.mil”;


2) Reduced ambiguity between the qualifier and the value fields of the Identifier category.  


3) Provided additional examples of the Identifier category.


4) Removed unsupported encodings from Date and Temporal Coverage categories.  


5) Reflected usage of gml:id attribute on Point and Polygon in the Geospatial Coverage category.


6) Reflected that time period is intended to be a name in the Temporal Coverage tables; modify examples as appropriate.


7) Reflected required srsName attributes on Point and Polygon in table C6.T2.1.


8) Clarified definition of “Conditional” obligation in table C3.T3.  


9) Normalized text related to BE Number and OSuffix in table C6.T2 with text in table C6.T2.1


10) Normalized obligation of temporalCoverage in table C6.T3 with the oblication of temporalCoverage in table C2.T1.


11) Corrected XML Format example for dates element.


12) Corrected irregularities in rights examples.


13) Administrivia to maintain tables, paging, and indexing.


14) Made Facility Osuffix optional (tables C6.T2, C6.T2.1).


15) Modified Creator, Publisher, Contributor, and Point of Contact elements to reflect new obligations according to CR 2008-3.  


16) Addition of the Related Resources and supporting elements and definitions pursuant to CR 2008-4.


17) Modified the values of the various rights to be true or false rather than yes or no to maintain consistency between the XML and other formats.

10 August 2007

This release of the DDMS Specification Version 1.4.1 is in accordance with an out-of-band release approved by the DDMS CM Panel.  This release is a maintenance release which addresses minor modifications to this document and the related DDMS XML Schema to better address the requirements and intentions of CRs 2007-1 through 7.   The changes to this document include:

1) The documentation of the point of contact element which is currently supported but not documented;

2) Modification of the documentation for the category label element to better clarify its meaning;

3) Updating of Appendix 1 to resynchronize the references.   

1 July 2007

Pursuant to the approved dispositions of CRs 2006-1 and 2 and CRs 2007-1 through 7, the specification has been modified to provide additional guidance on the usage of the Geospatial Coverage Category elements and provide clarification on several elements pursuant to informal comments and feedback received by DDMS users.  The specification has also been modified to correct several referential ambiguities between the chapters and tables.  Where applicable, the relevant XML examples have been modified to reflect compliance with the XML Schema that is associated with the DDMS 1.4 Release.  See the DDMS Home Page at http://metadata.dod.mil/mdr/irs/DDMS/ for detailed descriptions of the Change Requests incorporated in this version.  

22 June 2005

Pursuant to CR#13 as approved, the Geospatial Coverage element was modified to provide a consistent representation of geospatial coverage metadata in accord with ISO 19115.  This modification to the Geospatial Coverage element improves the ability of systems to discover resources pertaining to specified geospatial extents.

Element examples were modified to reflect the DDMS XML Schema implementation.

22 November 2004

Pursuant to CR#11 as approved, the Temporal Coverage element was modified to allow values of “unknown” and “not applicable” for its sub-elements, pursuant to CR#11 as approved.

Pursuant to CR#4 as approved, the creator, publisher, and contributor elements have been modified to act as containment elements to allow person(s), organization(s) and web service(s) to assume the role of creator, publisher and contributor.

16 November 2004

This version modifies the security element to use the CAPCO Security Markings as implemented by the IC ISM v. 2.0.  Additionally the title, subtitle, description, contributor, publisher and creator elements have been modified to permit the CAPCO Security Markings as implemented by the IC ISM v. 2.0.  These changes were made in support of efforts to respond to Executive Order 13356 – “Executive Order Strengthening the Sharing of Terrorism Information to Protect Americans.”

1 July 2004

Changed National Imagery and Mapping Agency to National Geospatial Intelligence Agency and changed NIMA to NGA.  Updated the DDMS cover sheet to version 1.1 and changed the date to 1 July 2004.  Added the following changes approved by the DDMS Configuration Management Panel:

1.
Change Request #1: Request to add a classification attribute to Title and Subtitle elements.  Updates Table C5.T1.1 on page 27 to show the classification of the title and the subtitle, which is critical if they are not the same.

2.
Change Request #2: Subject Coverage needs category attribute. Updates elements in Table C6.T1.1 on page 47 and elements in table C6.T1.2 on page 48 to allow for subject classification found in controlled vocabularies.

3.
Change Request #4: Schema reference element should be added to the DDMS. Adds an element for referencing any existing schema associated with the Source element in table C5.T10.1 on page 45. Provide format information in the schema.

4.
Change Request #5: Request to add a non-US enumeration to the Security Category classification element in Table C4.T1.1 page 23/24. Adds the option of using non-U.S. security markings in the classification element for resources owned by non-U.S. agents but used by U.S. customers.  The non-U.S. classification domain value set is the IC-MSP version 2.0.

Revised the Change history to show the most current changes first and updated the graphic depiction of the DDMS on page 20 to reflect the change requests.

29 September 2003

Corrected grammatical and spelling errors.  Added example qualifiers to the Identifier element.  Added reference to ISO 19115.  
25 September 2003

Removed “DRAFT” from the specification.  Rewrote the forward to provide a more uniform introduction to the DDMS.   Clarified the directions and descriptions in chapters 1, 2, and 3, based on feedback and review comments.  Added a definition for URL to the definitions appendix, and acronym list.  Clarified the comments on Identifier usage.  Made Temporal Coverage mandatory unless not applicable.  Added Discovery Services to the definitions appendix.  

3 September 2003

Corrected grammatical errors noted through feedback and review.  Added a reference to the Metadata Registry URL.  Clarified the Rights example table.  

21 July 2003

Version 1.0—Renamed as a specification and released as version 1.0 of the DoD Discovery Metadata Specification.  Corrected and clarified permissible Releasable To values within the Security category elements.  Updated references accordingly.  

2 June 2003

Version 1.2 (Review Version) – modified the document to reflect a language and implementation neutral approach to defining the information elements in this DDMS publication.  This latest draft version of the DDMS uses a more generic approach towards defining the elements within the document.  The introductory text was rewritten to clarify the Department’s vision for enterprise discovery.  As a first step, the DoD CIO is publishing a list of information fields (i.e. elements) that are appropriate to capture for the purposes of enterprise discovery.  The goal is to give readers an early understanding of the scope of the tagging elements and the concept behind it.  For example, readers will get a perspective for what level of tagging the Department envisions initially (e.g., not at the record level) and also what types of information the users will find searchable.   Since the Department’s various IT activities are very diverse, and the net-centric transformation has only recently begun, this document does not attempt to recommend implementation details and formats (such as interface specifications) that may preclude certain groups from getting on board with tagging.    

In addition, the Audience element was removed from the Core element set, to bring the DDMS closer in line with the Dublin Core. 

5 May 2003

Version 1.1 (Preliminary Review Version) – Considered the feedback suggestions on PRV 1.0.

4 April 2003

Version 1.0 (Preliminary Review Version) – awaiting configuration management body issuance of approval.
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